

Call-Off Schedule 28 (Special Call-Off Schedule for Lot 1a and Lot 1b)
Call-Off Ref:
Crown Copyright 2025

Call-Off Schedule 28 (Special Call-Off Schedule for Lot 1a and Lot 1b)

1. Application of this Schedule
1.1. Part 1 of this Schedule (General IaaS/PaaS Specific Terms) applies to any Call-Off Contract awarded under the following Lots of the Framework: 
1.1.1. Lot 1a (Infrastructure as a Service (IaaS) and Platform as a Service (PaaS)); or 
1.1.2. Lot 1b (Infrastructure as a Service (IaaS) and Platform as a Service (PaaS) above OFFICIAL).
1.2. Part 2 of this Schedule (Lot 1b Specific Terms) applies only to any Call-Off Contract awarded under Lot 1b (Infrastructure as a Service (IaaS) and Platform as a Service (PaaS) above OFFICIAL) of this Framework.
Part 1 (General IaaS/PaaS Specific Terms)
2. Definitions
2.1. [bookmark: _heading=h.gjdgxs]In this Schedule, the following words shall have the following meanings and they shall supplement Joint Schedule 1 (Definitions):
	"Security Assessment Documents"
	has the meaning given in Paragraph 3.1.4 of this Schedule; and

	[bookmark: _heading=h.30j0zll]"Security Audit" 
	has the meaning given in Paragraph 3.1 of this Schedule.


3. Security Audits
3.1. Notwithstanding any provisions of the Supplier DPA and/or any other applicable Supplier Terms, throughout the Contract Period the Supplier shall appoint external auditors to inspect and verify the continued adequacy and effectiveness of its Protective Measures in respect of the Services (including the security of the physical data centres from which the Supplier provides the Services) (“Security Audit”). The Supplier shall ensure: 
3.1.1. Security Audits are undertaken at least annually by external auditors appointed by the Supplier and at the Supplier’s sole cost and expense; 
3.1.2. external auditors appointed to undertake Security Audits are suitably qualified and experienced independent third party organisations, whose identity the Supplier shall disclose to the Buyer upon request; 
3.1.3. Security Audits are undertaken in accordance with ISO 27001 (or other substantially equivalent alternative standard(s)); and 
3.1.4. any Security Audit results in the independent external auditors providing written summary reports, certifications and/or attestations of compliance (as applicable) in accordance with good industry practice (“Security Assessment Documents”) capable of being used by the Buyer so that it can reasonably assess and assure itself as to the continued adequacy and effectiveness of the Supplier’s Protective Measures, the Supplier’s compliance with those Protective Measures and its obligations under the Data Protection Legislation in respect of its provision of the Services in accordance with this Contract. 
3.2. Upon the Buyer’s request, and subject to the confidentiality undertakings of the Contract, the Supplier shall at the Buyer’s option either provide a copy or make available to the Buyer for review (including, where applicable, through any Supplier Portal) the Security Assessment Documents. The Security Assessment Documents will be treated as the Supplier’s Confidential Information.
4. Security Aspects Letter
4.1. The Supplier shall comply with the Security Aspects Letter (if any) that is issued by the Buyer in connection with the Call-Off Contract.
4.2. The Supplier shall ensure that all Subcontractors (including Key Subcontractors) shall be provided with a copy of the Security Aspects Letter by the Supplier and are required to comply with the requirements contained within the Security Aspects Letter.
4.3. If there is any conflict or inconsistency between the terms of the Security Aspects Letter and any of the other Security Requirements that apply under the Call-Off Contract, the terms of the Security Aspects Letter will have precedence.
Part 2 (Lot 1b Specific Terms)
5. Key Subcontractors
5.1. [bookmark: _heading=h.3znysh7]In spite of the terms of Joint Schedule 6 (Key Subcontractors), the Supplier must request approval from the Buyer before a new proposed Subcontractor or other third party provider is onboarded in the performance of the Call-Off Contract if their inclusion into the Supplier's supply chain will or may adversely impact the successful delivery and/or operation of the Services or other Deliverables to be provided under the Call-Off Contract, including, for example, if the Subcontractor or third party supplier is or may be on an HMG Restricted Countries List (https://www.gov.uk/guidance/current-arms-embargoes-and-other-restrictions). Contracts with suppliers and third party partners shall be utilised to implement appropriate measures designed to meet the objectives of the Supplier and Buyer's cybersecurity program(s) and Cyber Supply Chain Risk Management (C-SCRM) Plan.
6. Security breach
6.1. Without prejudice to the Buyer's other rights and remedies under the Call-Off Contract, any "security breach" by the Supplier (within the meaning of Government Functional Standard 7 (https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1016424/GovS_007-_Security.pdf) shall be deemed to be a Material Default.
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