








DMS Framework Agreement
Schedule 3.5
Standards


1. Introduction
1.1 This Schedule sets out: 
(a) each of the Industry Standards at Annex 1 (Industry Standards); and
(b) each of the Public Sector Standards at Annex 2 (Public Sector Standards).
1.2 [bookmark: _heading=h.30j0zll]The tables set out at Annex 1 (Industry Standards) and Annex 2 (Public Sector Standards) also identify:
(a) whether or not the Supplier and/or its Sub-contractors are required to comply with or be Certified as compliant with each of the Standards;
(b) where compliance or Certification of compliance is required, the date that the Supplier, and/or those Sub-contractors are required to comply with or be Certified as compliant with the relevant Industry Standard and/or Public Sector Standard.
1.3 The Customer Specific Standards are set out in Appendix 2 (Customer Specific Standards) of the Call-Off Order Form of the relevant Call-Off Agreement, such Appendix 2 (Customer Specific Standards) to also identify those matters set out in Paragraph 1.2.
1.4 Throughout the Framework Term:
(a) the Supplier shall monitor and notify the Framework Authority and all Customers; and
(b) the Framework Authority and Customers shall, to the extent that they are aware, notify the Supplier,
of any new or emergent standards which could affect the Supplier’s provision, or any Customer and/or Service Recipient's receipt, of the Ordered Services. Any changes to the Industry Standards and/or the Public Sector Standards shall be processed in accordance with Clause 16 of this Framework Agreement and any changes to the Customer Specific Standards shall be processed in accordance with Clause 17.4(b) of the Standard Terms. The introduction of any new or emergent standards shall be agreed in accordance with Clause 13 (Contract Changes).
1.5 Where a new or emergent standard is to be developed or introduced by the Framework Authority, Customer or Service Recipient the Supplier shall be responsible for ensuring that the potential impact on the Supplier’s provision, or any Customer and/or Service Recipient's receipt, of the Ordered Services is explained to the Framework Authority or Customers (in a reasonable timeframe), prior to the implementation of the new or emergent standard.
1.6 Where Standards referenced:
(a) conflict with each other, then the Supplier shall resolve such conflict by complying with the most recently published Standard; and/or
(b) conflict with Good Industry Practice, then the Supplier shall resolve such conflict by adopting whatever represents the better practice.
Any such alteration to any Standard(s) shall require the prior written agreement of the Framework Authority (such agreement not to be unreasonably withheld or delayed) and shall be implemented within an agreed timescale.
2. Standards Compliance and Certification
2.1 The Supplier shall, and shall procure that the Sub-contractors, comply with and/or obtain Certification in respect of, the Standards by the dates identified in, and otherwise in accordance with, Annex 1 (Industry Standards), Annex 2 (Public Sector Standards) and Appendix 2 (Customer Specific Standards) of the Call-Off Order Form of the relevant Call-Off Agreement. 
2.2 [bookmark: _heading=h.1fob9te]In the event that Certification is required to be obtained, then the Supplier shall maintain, and/or shall procure that the applicable Sub-contractors maintain, such Certification:
(a) in respect of Industry Standards and Public Sector Standards, from the relevant "Date " identified in Annex 1 (Industry Standards) and Annex 2 (Public Sector Standards) until the end of the Framework Term; and
(b) in respect of Customer Specific Standards, from the relevant "Date" identified in Appendix 2 (Customer Specific Standards) of the Call-Off Order Form until the end of the Term of the relevant Call-Off Agreement. 
2.3 In the event that a new version of a Standard to which Certification is required is released, the Supplier and the Sub-contractors (as applicable) shall not be required to be Certified to such new version until such time as the Supplier's and/or the Sub-contractor's (as applicable) Certification in respect of the earlier version of the Standard expires. 
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Annex 1
Industry Standards
1. Introduction
1.1 The following table sets out:
(a) in Column 1, the relevant Industry Standard;
(b) in Column 2, whether compliance or Certification of compliance with the relevant Industry Standard is required or, where the Supplier or its Sub-contractors are carrying out activities regulated by the Financial Conduct Authority, authorisation ("Full Authorisation") is required;
(c) in Column 3, the date by which Supplier and/or its Sub-contractors must achieve the requirement set out in Column 2 and in that Column:
(i) "Expiry P.S.P" means the date immediately following the expiry of the Post Go-Live Stabilisation Period;
(ii) "F.E.D." means the Framework Effective Date; and
(iii) "S.C.D." means the first SCD Milestone Date set out in the Implementation Plan.
(d) in Columns 4 to 7, whether or not the Supplier, the Analytics Sub-contractors, the Debtor Interaction Sub-contractors and/or the Infrastructure Sub-contractors and/or any subcontractors to those Sub-contractors or otherwise are required to have interim permission, be authorised, comply with or be Certified as compliant with the relevant Industry Standard and in those Columns "Y" means yes and "N" means no; and
(e) in Columns 8 to 14, whether or not the relevant Sub-contractor who is performing the associated activity (e.g. data destruction and/or payment processing) is required to have interim permission, be authorised, comply with or be Certified as compliant with the relevant Industry Standard. 
1.2  Where the Supplier or a Sub-contractor is performing: 
(a) a "Data Destruction" activity, that person is required to be Certified as compliant with ISO/IEC 27001 except where the data destruction activity is performed in accordance with the requirements set out in Schedule 3.6 (Security Management); or
	
(b) a "Fulfilment – Electronic" (i.e. the sending of e-mail or SMS messages to Debtors) activity, that person is required to be Certified as compliant with ISO/IEC 27001 except where that the fulfilment activity is performed in accordance with the requirements set out in Schedule 3.6 (Security Management).
1.3 In respect of the Debtor Interaction Sub-contractors and Sub-contractors who perform "Field Services" or such other activities that fall within the scope of the Payment Card Industry Data Security Standard, the requirement to be certified as compliant with the Payment Card Industry Data Security Standard shall be satisfied where such organisation has been certified in accordance with that Standard's requirements.  
1.4 In respect of Debtor Interaction Sub-contractors, the requirement Full Authorisation granted by the Financial Conduct Authority shall also be satisfied where: (a) a Debtor Interaction Sub-contractor is an Appointed Representative (as that term is defined by the Financial Conduct Authority) of an Affiliate of such Debtor Interaction Sub-contractor; and (b) such Affiliate of the Debtor Interaction Sub-Contractor has Full Authorisation granted by the Financial Conduct Authority.
1.5 For the avoidance of doubt, where the Supplier is performing any of the activities listed in the table below, all the Supplier will be required to meet all standards applicable to those activities, subject to this section 1 of this document. 



	
	
	
	
	
	
	
	Activity

	
	
	
	Supplier
	Analytics Sub-contractors
	Debtor Interaction Sub-contractors
	Infrastructure Sub-contractors
	Data Destruction 
	Field Services
	Fulfilment – Paper 
	Fulfilment - Electronic
	Legal Recovery / Litigation
	Payment Processing
	Data enrichment (and any subcontractors to Sub-contractors) who process Service Beneficiary Data as part of providing data enrichment services

	Standard
	Requirement
	Date
	
	
	
	
	
	
	
	
	
	
	

	ISO 9001 (Quality Management Systems)
	Certification
	S.C.D.
	N
	N
	N
	N
	N
	N
	N
	N
	N
	N
	N

	ISO 22301 (Societal security - Business continuity management systems – Requirements)
	Certification
	Expiry P.S.P.
	N
	N
	N
	N
	N
	N
	N
	N
	N
	N
	N

	Credit Services Association Code of Practice
	Compliance
	S.C.D.
	N
	N
	Y
	N
	N
	Y
	N
	N
	Y
	N
	N

	ISO/IEC 27001 (Information Technology – Security Techniques – Information Security Management Systems – Requirements)
	Certification
	F.E.D.
	N
	Y
	Y
	Y
	Y*
	Y
	Y
	Y*
	Y
	N
	Y

	Financial Conduct Authority – Full Authorisation 
	Full Authorisation 
	F.E.D.
	N
	N
	Y°
	N
	N
	N
	N
	N
	N
	N
	N

	Payment Card Industry Data Security Standard
	Certification
	S.C.D.
	N
	N
	Y^
	N
	N
	Y^
	N
	N
	Y
	Y
	N


"Y*" means that the requirement for the applicable organisation to be Certified as compliant with ISO/IEC 27001 is subject to paragraph 1.2 above.
“Y°” means that the requirement for Debtor Interaction Sub-contractors to have Full Authorisation is subject to paragraph 1.4 above.
[bookmark: _heading=h.3znysh7]"Y^" means that the requirement for the applicable organisation to be Certified as compliant with the Payment Card Industry Data Security Standard is subject to paragraph 1.3 above.

Annex 2 
Public Sector Standards
1. Introduction
1.6 The following table sets out:
(a) in Column 1, the relevant Public Sector Standard;
(b) in Column 2, whether compliance with the relevant Public Sector Standard is required; 
(c) in Column 3, the date by which compliance must be achieved in respect of the relevant Public Sector Standard and in that Column "A.G.D." means the Framework Milestone Date in respect of Milestone 1 "Accreditation granted" set out in the Framework Implementation Plan;
(d) in Columns 4 to 7, whether or not the Supplier, the Analytics Sub-contractors, the Debtor Interaction Sub-contractors and/or the Infrastructure Sub-contractors are required to comply with the relevant Public Sector Standard; and
(e) in Columns 8 to 13, whether or not the relevant Sub-contractor who is performing the associated activity (e.g. data destruction and/or payment processing) is required to comply with Public Sector Standard and in those Columns "Y" means yes and "N" means no.
2. [bookmark: _heading=h.2et92p0]Where a Supplier does not contract an Infrastructure Sub-Contractor, the Supplier shall be required to achieve the standards applicable to an Infrastructure Sub-Contractor as set out in the table below.



	
	
	
	
	
	
	
	Activity

	
	
	
	Supplier
	Analytics Sub-contractors
	Debtor Interaction Sub-contractors
	Infrastructure Sub-contractors
	Data Destruction 
	Field Services
	Fulfilment – Paper 
	Fulfilment - Electronic
	Legal Recovery / Litigation
	Payment Processing

	Standard
	Requirement
	Date
	
	
	
	
	
	
	
	
	
	

	HMG Security Policy Framework (April 2014)
	Compliance
	A.G.D.
	N
	N
	N
	Y
	N
	N
	N
	N
	N
	N

	HMG IS1 & 2 – Information Risk Management (Issue 4.0, April 2012)
	Compliance
	A.G.D.
	N
	N
	N
	Y
	N
	N
	N
	N
	N
	N

	HMG IS 1 & 2 – Supplement – Technical Risk Assessment and Risk Treatment (Issue 1.0, April 2012)
	Compliance
	A.G.D.
	N
	N
	N
	Y
	N
	N
	N
	N
	N
	N

	HMG IS 5 – Secure Sanitisation of Protectively Market or Sensitive Information (Issue 3.1, October 2009)
	Compliance
	A.G.D.
	N
	N
	N
	Y
	N
	N
	N
	N
	N
	N

	HMG IS 7 – Authentication of Internal Users Handling Government Information (Issue 1.0, October 2010)
	Compliance
	A.G.D.
	N
	N
	N
	Y
	N
	N
	N
	N
	N
	N

	HMG Baseline Personnel Security Standard
	Compliance
	A.G.D.
	N
	N
	N
	Y
	N
	N
	N
	N
	N
	N





