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Introduction

This annex sets out the characteristics of the Deliverables that the supplier will be required to make available to the buyer under this contract. 
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[bookmark: _Ref499636676][bookmark: _Toc4158922]Security Service Standards 
1. These Standards have been developed by CCS in relation to the requirements set out in this Framework Schedule 1b - Specification.
2. The Buyer should utilise and adhere to each required Standard when procuring their own Technical Security Services via the Workplace Services (FM Marketplace Phase 2)  Framework Agreement (RM6089)
3. The Supplier shall, in addition to complying with the Standards as outlined below, comply with the standards required by Buyers as set out by those Buyers within their Call-Off Contract. 
4. The Supplier shall comply with future Government requirements, Standards and any Standing Instructions issued by CCS in accordance with any Government guidance issued during the Framework Period and as developed and updated, from time to time.
5. The document will be reviewed annually and updated by CCS. Suppliers will be notified of any changes through CCS’ e-sourcing suite. l.













Technical Security Service Standards table: ANNEX A 

LOT 1B TECHNICAL SECURITY STANDARDS.

Technical Security Overview:
The Supplier shall provide a comprehensive Technical Security Service and shall be responsible for the provision of security solutions that shall meet all of the Buyers requirements.
Cabinet Office Security Policy Framework, Government Department security standards, MOD JSP 440, CPNI Risk Assessment, relevant British and European standards and with Good Industry Practice and Standards defined by the Buyer at Call Off Stage 
The Supplier shall comply with future Government requirements, Standards and any Standing Instructions issued by the Authority in accordance with any Government guidance issued during the Framework Period and as developed and updated, from time to time. 
Standards published by BSI British Standards, the National Standards Body of the United Kingdom, the International Organisation for Standardisation or other reputable or equivalent bodies (and their successor bodies) that a skilled and experienced operator in the same type of industry or business sector as the Supplier would reasonably and ordinarily be expected to comply with;
· standards detailed in the specification in Framework Schedule 2 (Goods and/or Services and Key Performance Indicators);
· standards detailed by the Customer in the Call Off Order Form or agreed between the Parties from time to time;
· relevant Government codes of practice and guidance applicable from time to time.
	WORK PACKAGE A: CONTRACT MANAGEMENT

	Service Reference
	Service Description
	Service Standard 

	A:1
	Integration
	SA1

	A:2
	Health & Safety
	SA2

	A:3
	Management Services 
	SA3

	A:4
	Service Delivery Plans 
	SA4

	A:5
	Permit to Work
	SA5

	A:6
	Customer Satisfaction
	SA6

	A:7
	Reporting
	SA7

	A:8
	Performance Self-Monitoring
	SA8

	A:9
	Business Continuity and Disaster Recovery (BCDR) Plans
	SA9

	A:10
	Quality Management System
	SA10

	A:11
	Staff and Training
	SA11

	A:12
	Selection and Management of Subcontractors
	SA12

	A:13
	Sustainability
	SA13

	A:14
	Social Value 
	SA14

	A:15
	Generic Statutory Obligations and Requirements
	SA15


	WORK PACKAGE B: CONTRACT MOBILISATION

	Service Reference
	Service Description
	Service Standard 

	B:1
	Contract Mobilisation

	SB1

	WORK PACKAGE C: RISK ASSESSMENT  

	Service reference
	Service Description
	Service Standard

	General Requirements
	
	

	C:1
	Risk Assessment 
	SC1

	
	
	

	WORK PACKAGE D: ELECTRONIC SECURITY SYSTEMS 

	Service Reference
	Service Description
	Service Standard 

	D:1
	Electronic Security System
	SD1

	D:2
	Perimeter Intrusion Detection Systems 
	SD2

	D:3
	Intruder Detection Systems 
	SD3

	D:4
D:5
	Alarm Signalling 
Security Lighting
	SD4
SD5

	D:6
	Closed Circuit Television
	SD6

	D:7
	Network Video Recorders (NVR) and Digital Video recorders (DVR)
	SD7

	D:8
	Automatic Access Control System (AACS) 
	SD8

	D:9
	Security Management Systems (SMS)
	SD9

	D:10
D:11
D:12
D:13
D:14
D:15
	IT Equipment – Operating base for Security Systems
Electronic Locking Systems  
Security Screening Applications
Biometric Technologies
Electronic Airspace Coverage
Design, Supply and Install
	SD10
SD11
SD12
SD13
SD14
SD15

	
	
	

	WORK PACKAGE E: PHYSICAL SECURITY SYSTEMS

	Service Reference
	Service Description
	Service Standard 

	General Requirements 
	
	

	E:1
	Physical Security Systems 
	SE1

	E:2
	Perimeter Fences (and Gates)  

	SE2

	E:3
E:4
E:5
E:6
E:7

	Automatic Barriers, Gates, Rising Bollards and Blockers
Glazing (Windows)
Security Doors and Door Furniture
Security Walling System
Design, Supply and Install


	SE3

	WORK PACKAGE F: MAINTENANCE SECURITY SERVICES 

	Service Reference
	Service Description
	Service Standard 

	F:1
F:2
F:3
F:4
F:5
F:6
	Planned Preventative Maintenance Services
Statutory Obligations
Cable Management
Reactive Maintenance Services
CAFM
Helpdesk Services

	SF1
SF2
SF3
SF4
SF5
SF6

	WORK PACKAGE G: ALARM RESPONSE CENTRES  

	Service Reference
	Service Description
	Service Standard 

	G:1
	Alarm Response Centres
	SG1


	WORK PACKAGE H: MANAGEMENT OF BILLABLE WORKS 

	Service Reference 
	Service Description
	Service Standard

	General Requirements
	
	

	H:1
	Management of Billable Works
 
	SH1

	
	WORK PACKAGE I: BUILDING INFORMATION MODELLING ("BIM") AND GOVERNMENT SOFT LANDINGS ("GSL") to Include Design Engineering

	

	Service Reference
	Service Description
	Service Standard 

	I:1
	Building information Modelling ("BIM") and Government Soft Landings ("GSL") to include Design Engineering

	

	
	
	






















	[bookmark: _Toc4158923]WORK PACKAGE A – CONTRACT MANAGEMENT 

	Service A:1
	[bookmark: _Toc4158924]SA1: INTEGRATION 

	Standard
	The Supplier shall provide an innovative and professional Technical Service that recognises advances in technology, operational efficiencies, workforce synergies and operational improvements that will deliver improved performance and value for money for the Buyer.

	Service A:2
	[bookmark: _Toc4158925]SA2: HEALTH AND SAFETY 

	Legislation, ACoP or similar industry or Government guidelines

	The Supplier shall be compliant with Annex B including:
Legislative Standards;
UK Legislation;
BS/ISO/EN Standards;
Guidance Notes / Codes of Practice; and 
Building Regulations (England & Wales only).

The Supplier shall comply with all of the Buyer’s policies and procedures on security and act upon the instructions of the Buyer Security Representative, should there be a change in the Response Level.
There are currently 5 levels of threat (Response Levels):
low - an attack is unlikely;
moderate - an attack is possible but not likely;
substantial - an attack is a strong possibility;
severe - an attack is highly likely; and
critical - an attack is expected imminently.


	Standard
	[bookmark: _Toc396218370]As a minimum, the Supplier shall produce and comply with the following documents:
A forward maintenance register; 
Planned and preventative maintenance schedule; 
Accident/Incident reports (RIDDOR);
Fire evacuation drill reports;
Statutory inspection reports, assessments and reviews;
Risk assessment reports and reviews;
Compliance certificates;
Security incident reports;
Disability discrimination assessments and reports;
Method statements for meeting the Buyer’s requirements;	
Health and safety policies and procedures; and
Scope and Services objectives.
The Supplier shall at all times ensure that:
The operation of the Buyer Premises and delivery of the Services are undertaken in compliance with all applicable UK legislation and Good Industry Practice requirements;
It provides any training required by the procedures and statutory provisions in respect of all staff (whether Buyer or Supplier Staff) at the Buyer Premises as well as in emergency response and security procedures;
It produces detailed procedures for a variety of emergency situations in conjunction with Buyer. These procedures shall be continually updated and reviewed as circumstances demand and at least annually;
It develops and maintains fire and emergency procedures, systems, equipment and staff training in order to produce a safe environment for the designated site and its users.  Systems will be unobtrusive where possible to assist in creating a positive building atmosphere for all users;
It shall carry out actions associated with implementation of the procedures routinely as well as in the event of any fire or other emergencies on-site;
It programmes and implements Health and Safety inspections of the Buyer Premises and Service delivery annually, and provides evidence to the Buyer on request;
It conducts and reviews all risk assessments relevant to the operation of the Buyer Premises and the delivery of Services in accordance with current statutory health and safety legislation;
It undertakes a Monthly review of all accidents occurring at the Buyer Premises whether relating to the Supplier's or Buyer's staff using the Buyer Premises or to the Supplier's delivery of Services.  The report will detail the cause of each incident and any remedial actions required to prevent reoccurrence, together with timescales for implementation;
It reviews all policies and associated documentation on a regular basis and at least annually and provide evidence of such on request by the Buyer;
It complies with all health and safety obligations including at all the Buyer’s Properties which are occupied under leasehold arrangements;
It shall at all times provide and maintain the first aid kits and other safety equipment and all related consumables issued to and used by Supplier staff on the Buyer Properties; and
It provides the required numbers of staff with an appropriate first aid responder qualification and training for emergency responses in accordance with health and safety legislation, as required by legislation and risk assessment (as a minimum) and any Buyer’s specific requirements.

	Service A:3
	[bookmark: _Toc4158926]SA3: MANAGEMENT SERVICES 

	Legislation, ACoP or similar industry or Government guidelines

	ISO 9001: 2008 Quality Management Plan (and replacement ISO 9001:2015 when published).
Call-Off Schedule 7 - Key Staff.
Call-Off Schedule 3 - Continuous Improvement.
Call-Off Schedule 15 - Contract Management.

	Standard
	The Supplier shall manage the Contract in accordance with the personnel and processes as detailed in the Service Delivery Plan as agreed with the Buyer.
The Supplier shall manage the customer satisfaction, complaint and key performance indicator measurement processes to ensure agreed performance standards are fully met. 
The Supplier shall produce and issue the agreed management reports and attend meetings as requested by the Buyer to maintain the agreed contractual performance standards.

	Service A:4
	[bookmark: _Toc4158927]SA4: SERVICE DELIVERY PLANS 

	Standard

	[bookmark: _Toc396218928]Call-Off Schedule 13 - Mobilisation Plan and Testing.
As a minimum, the buildings and Asset maintenance management Service Delivery Plan shall contain:
Scope and Services objectives;
Approach and methodology;
Asset management method statement for meeting the Buyer’s requirements, including treatment of any lifecycle / sinking funds (if applicable) and details regarding where such funds will reside, safeguards on early draw down and control of such funds;
Variation procedures and additional work requests;
Operational structure including resource proposals;
Planned maintenance and Asset lifecycle replacement schedule and delivery methodology;
Quality statement;
Procurement of Services;
Procurement of materials taking account of embodied carbon and recycled content; 
Management of energy use including lighting;
Scope of Service;
Planned preventative maintenance methodology/schedule;
Computerised Asset management system;
Building management system;
Routine maintenance;
Formulation of the planned preventative maintenance programme;
Maintenance management, recording and reporting;
Critical spares management;
Inspections;
Conservation and sustainability;
Maintenance and renewal;
Management arrangements;
Quality management;
Operational liaison;
Reactive Maintenance Works; and
Reactive vandalism maintenance Service.
[bookmark: _Toc396218929]In use and occupied space shall be maintained to appropriate Standards which are deemed ‘fit for function’ by type (i.e. office).
[bookmark: _Toc396218930]Vacant space shall be maintained to appropriate Standards (e.g. mothballing & re-commissioning, as BESA SFG 30).

	Service A:5
	[bookmark: _Toc4158928]SA5: PERMIT TO WORK 

	Standard
	The Supplier shall deliver the Permit to Work systems on behalf of the Buyer.
The Supplier be responsible for managing compliance of Permit to Work systems on behalf of the Buyer for all works being undertaken or managed by the Supplier, including hot works, confined spaces, live electrical working, working on or near high voltage, excavations, temporary disconnection of safety systems and working at height.   
The Supplier shall be responsible for the provision of all suitably qualified, skilled and accredited Staff to successfully deliver the Permit to Work system for the Buyer.

	Service A:6
	[bookmark: _Toc4158929]SA6: CUSTOMER SATISFACTION

	Standard
	Call-Off Schedule 3 - Continuous Improvement.
The Supplier shall develop the customer satisfaction process with the Buyer and shall deliver it in accordance with the specific Buyer requirements as defined in line with the agreed Service Delivery Plan.
The Supplier shall deliver a complaints management process which manage and maintain the Buyer’s customer satisfaction targets.
The Supplier shall participate and respond where appropriate to Buyer or third-party customer satisfaction outputs (e.g. net promoter score) upon request from the Buyer.    

	Service A:7
	[bookmark: _Toc4158930]SA7: REPORTING

	Standard
	[bookmark: _Toc396218770]The Supplier’s CAFM Management Information System (MIS) will be configured to capture all elements of service provision to facilitate the production of the Management Information reporting requirements as requested by the Buyer.
The Supplier shall be responsible for the provision of all interfaces between their own and third-party MIS systems to facilitate the real-time transfer of data.  
The Buyer’s data contained within the Supplier’s MIS system shall be able to be uploaded to third-party MIS systems where required by the Buyer. 
The Supplier shall develop the format standard and frequency of reporting with the Buyer and shall deliver it in accordance with the specific Buyer requirements in line with the agreed Service Delivery Plan.

	Service A:8
	[bookmark: _Toc4158931]SA8: PERFORMANCE SELF-MONITORING

	Legislation, ACoP or similar industry or Government guidelines
	ISO 9001:2015 Quality Management System.

	Standard
	[bookmark: _Toc396218376]The Supplier will deliver services and manage performance in line with the agreed key performance indicator (KPI) model.
The Supplier will manage performance using their own internal performance management systems and processes which shall align with the Buyer’s internal performance monitoring and auditing regimes as agreed within the Service Delivery Plan (SDP).   
The Supplier shall provide a system to manage, control and record and report on the delivery of all Services provided as part of any Call-Off Contract. 
The Supplier shall also provide a support service available twenty-four (24) hours per day for the Buyer to request the deployment of the Supplier to rectify any non-provision of accommodation or Service(s) embraced by the scope of the Technical Framework Contract and within specified response times.
The Supplier will develop and agree with the Buyer the management reporting regimes for recording statutory compliance, performance against social value targets and balanced scorecard returns.

	Service A:9
	[bookmark: _Toc4158932]SA9: BUSINESS CONTINUITY AND DISASTER RECOVERY PLANS  

	Legislation, ACoP or similar industry or Government guidelines

	Call-Off Schedule 8 - Business Continuity and Disaster Recovery.
Centre for the Protection of the National Infrastructure (CPNI).
BS 25999: Business Continuity Management. 
ISO/IEC 27000:2016 Information technology–Security techniques-Information security management systems-Overarching vocabulary (fourth edition).
ISO/IEC 27001:2013 Information technology–Security techniques-Information security management systems-Requirements (second edition).
ISO/IEC 27002:2013 Information technology–Security techniques-Information security management systems-Security controls (second edition).
ISO/IEC 27003:2017 Information technology–Security techniques-Information security management systems-Guidance.
ISO/IEC 27005:2011 Information technology–Security techniques-Information security Risk Management (second edition).
ISO/IEC 27014:2013 Information technology-Security techniques-Governance for Information security.

	Standard
	The Supplier shall conform to the Buyer’s Business Continuity and Disaster Recovery (BCDR) Plan dealing with recovery from accident and emergency situations, and shall participate fully in the Buyer’s Business Continuity and Disaster Recovery planning for each business unit and as described in the relevant BCDR Plan.
[bookmark: _Toc396218707]The Supplier’s CAFM System shall be able to provide and support any Business Continuity scenario without any degradation in performance.
The Supplier will have its own Business Continuity and Disaster Recovery (BCDR) contingency plan in place to enable continuity of their Services without degradation.
The Supplier’s CAFM System facilities will have its own Business Continuity and Disaster Recovery contingency plan in place to enable continuity of the Services without degradation.

	Service A:10
	[bookmark: _Toc4158933]SA10: QUALITY MANAGEMENT SYSTEM 

	Legislation, ACoP or similar industry or Government guidelines
	The Supplier shall hold and maintain valid ISO9001, ISO14001 and OHSAS 18001 accreditation or equivalent at all times for the duration of the Call-Off Contract.

	Standard
	[bookmark: _Toc396218380]The Supplier shall create a quality management plan in accordance with the ISO 9001 Quality Accreditation, which shall include a proposed methodology for maintaining ISO 9001 accreditation, and its related systems. The plan shall be in place within sixty (60) days of the Call-Off Start Date.

	Service A:11
	[bookmark: _Toc4158934]SA11: STAFF AND TRAINING 

	Standard
	[bookmark: _Toc396218371]The Supplier shall manage and deliver the Services in line with the staffing profiles agreed with the Buyer within the Service Delivery Plan.
Where the Buyer has nominated management roles and/or positions as key roles on the Contract, the Supplier shall ensure their recruitment and business continuity processes comply with Buyer requirements as defined within the Service Delivery Plan.
The Supplier shall provide any training required by the procedures and statutory provisions in respect of all staff (whether Buyer or Supplier Staff) at the Buyer Premises as well as in emergency response and security procedures.

	Service A:12
	[bookmark: _Toc4158935]SA12: SELECTION AND MANAGEMENT OF SUBCONTRACTORS 

	Standard
	The Supplier is responsible for ensuring that all appointed Subcontractors are eligible to work in the UK.
The Supplier is responsible for ensuring that all appointed Subcontractors possess the appropriate accreditations, qualifications, and skills. 
The Supplier is responsible for ensuring that all appointed Subcontractors comply with all contractual requirements on quality, health and safety and environmental and legislative requirements.
The Supplier is responsible for ensuring that all appointed Subcontractors possess the appropriate levels of security clearances to enable access into the Buyer Properties.
The Supplier is responsible for ensuring that all Subcontractor performance is managed via use of the KPI, customer satisfaction and complaints management processes.

	Service A:13
	[bookmark: _Toc4158936]SA13: SUSTAINABILITY  

	Legislation, ACoP or similar industry or Government guidelines

	Compliance with Government Buying Standards for Cleaning Products and Services
All waste initiatives must at least meet the agreed Greening Government Commitments and any successor framework and including the edict that: 
Government is to reduce the amount of waste it generates by 25% from a 2009/10 baseline;
Government to ensure that redundant IT equipment is re-used (within Government, the public; sector or wider society) or responsibly recycled; and
The Supplier shall be aware of and adhere to the zero waste events guide produced by Waste and Resources Action Programme (WRAP), inspired by the Olympics.
All timber and wood-derived products for supply or use in performance of the contract shall be independently verifiable and come from:
A legal source; and 
A sustainable source, which can include a Forest Law Enforcement, Governance and Trade (FLEGT) licensed or equivalent source.
[bookmark: _Toc396218975]Compliance with Government Buying Standards for sustainability as they apply to scanners.
The Government Buying Standards for the sustainable procurement of furniture.
All timber signage shall comply with the requirements of the Government’s Timber Procurement Policy.
Provision and maintenance of vehicles shall be in line with the Government Buying Standard for transport (vehicles).
All space planning/management advice must comply with the above policies and with the current version of Appraisal and Evaluation in central Government and “The Green Book” Treasury Guidance.
Compliance with: 
Government carbon management strategy;
The Mainstreaming Sustainable Development Package sets out the Government’s vision for sustainable development and measures to deliver it through the Green Economy, action to tackle climate change, protecting and enhancing the natural environment, and improved fairness and wellbeing;
All initiatives must at least meet the agreed Greening Government Commitments and any successor framework;
Government Buying Standards; and
The Waste and Resources Action Programme’s (WRAP) Resource Management and Mobile Asset Management Planning tools. 
The Mainstreaming Sustainable Development Package sets out the Government’s vision for sustainable development and measures to deliver it through the Green Economy, action to tackle climate change, protecting and enhancing the natural environment, and improved fairness and wellbeing.
All initiatives must at least meet the agreed Greening Government Commitments and any successor framework. 
[bookmark: _Toc396218944][bookmark: _Toc396218945]Government Buying Standards for the public procurement of sustainable goods and services are mandatory at the minimum level for the central Government estate and related agencies. 
[bookmark: _Toc396218948]For all major refurbishments (as defined in BREEAM guidelines, and typically those over £500k) an appropriate environmental assessment process such as BREEAM or an equivalent (e.g. CEEQUAL, DREAM etc.) appropriate to the size, nature and impact of the project shall be carried out on all projects.  Where BREEAM is used, all refurbishment projects are to achieve at least “very good” rating, unless site constraints or project objectives mean that this requirement conflicts with the obligation to achieve value for money.  Where an alternative environmental assessment methodology is used, projects must seek to achieve equivalent ratings. 
[bookmark: _Toc396218949]All Defra guidelines where mandatory shall be adhered to.  Non mandatory requirements shall be adopted where practicable.
[bookmark: _Toc396218953]Waste and Resources Action Programme (WRAP) Guidance for refurbishment and fit-out professionals 
[bookmark: _Toc396218954]Further Government Buying Standards also apply to the design and installation of equipment including air conditioning units, boilers, central heating systems, condensing units, lighting, paints and varnishes, showers, taps, toilets, urinal controls, and windows. 
[bookmark: _Toc396218955]In addition, there are Government Buying Standards for a range of electrical goods.
All Defra guidelines where mandatory shall be adhered to.  Non mandatory requirements shall be adopted where practicable. 

	Standard
	The Supplier where required will develop and agree a Sustainability Plan incorporating all the requirements outlined above with the Buyer. 

	Service A:14
	[bookmark: _Toc4158937]SA14: SOCIAL VALUE 

	Legislation, ACoP or similar industry or Government guidelines
	Public Services (Social Value) Act 2012.

	Standard
	The Supplier will develop a Social Value initiatives and objectives with the Buyer.
The Supplier will meet the requirements of the Buyer’s Social Value requirements.
The Supplier will meet the reporting requirements to measure Supplier performance and compliance. 

	Service A:15
	SA15: STATUTORY OBLIGATIONS

	GENERAL REQUIREMENTS

	Legislation, ACoP or similar industry or Government guidelines
	The Supplier shall comply with all Legislative Standards, Legislation, Guidance Notes / Codes of Practice, BS/ISO/EN Standards and Building Regulations at Buyer Properties.

	Standard
	The Supplier shall manage compliance through their CAFM system using SFG20.
The Supplier shall recognise Buyer requirements as they affect compliance at Buyer Properties and implement processes that maintain compliance across all Buyer Properties.  

	[bookmark: _Toc4158938]WORK PACKAGE B – MOBILISATION

	[bookmark: _Toc4158939]GENERAL REQUIREMENTS

	Standard
	The Supplier will manage Mobilisation of the Contract in line with Call-Off Schedule 13 - Mobilisation Plan and Testing.

	[bookmark: _Toc4158940]WORK PACKAGE C – RISK ASSESSMENT

	Service C 1
	[bookmark: _Toc4158941]SC 1: RISK ASSESSMENT 

	Legislation, ACoP or similar industry or Government guidelines
	The Management of Health and Safety at Work (MHSW) Regulations 1999.
Control of Substances Hazardous to Health Regulations 2002.
BS 16000:2015 Security management. Strategic and operational guidelines
BS ISO 18788:2015 Management system for private security operations. Requirements with guidance for use
CPNI Level 1 Operational Requirements Process and the Guide to producing Operational Requirements for Security Measures.
CPNI Level 2 Operational Requirements Process and the Guide to producing Operational Requirements for Security Measures.
ISO 31010 Annex’s A&B
ISO/IEC Guide 73:2009 Risk management — Vocabulary — Guidelines for use in standards
ISO 31000, Risk management — Principles and guidelines


Industry Guidelines :
· CPNI (Centre for the Protection of National Infrastructure),
· CTSA (Counter Terrorism Security Advisor),
· NaCTSO (National Counter Terrorism Security Office),
· HoMER Holistic Management of Employee Risk (CPNI )

As a minimum the CPNI Guidance shall be used in the production of Physical Security Assessments.


	Standard
	The Supplier shall manage and deliver Security risk assessments and security plans on behalf of the Buyer.
The Supplier will be cognisant of the CPNI Operational Requirement process to create protective security mitigations, to address security risks.
The Supplier shall provide a statement of the Buyers overall security need and include the site to be considered, asset description, perceived threat, consequence of compromise, perceived vulnerabilities, and success criteria
The Supplier shall assess the risks to the Buyers organisation and its assets in terms of the likelihood of a threat taking place, and the impact that such an event might have.
 The Supplier shall identify and implement security measures to reduce the likelihood and impact of the threat to an acceptable level. 
The Supplier shall assess the effectiveness of the countermeasures and identify any necessary corrective action.

	[bookmark: _Toc4158942]WORK PACKAGE D – ELECTRONIC SECURITY SYSTEMS

	Service D 1
	SD: ELECTRONIC SECURITY SYSTEMS

	Legislation, ACoP or similar industry guidelines
	The following legislation, Approved Codes of Practise (ACoP) or similar industry or Government guidelines shall apply:
HMG Infosec Standard 5 ( IS5);
Centre for Protection of National Infrastructure (CPNI);
Communications Electronic Security Group (CESG); 
Security Policy Framework; 
The Government Security Classifications Policy (2014).
Private Security Industry Act 2001
ICO CCTV code of practice 2014
Data Protection Act 1998
The Health & Safety at Work Act;
The Electricity at Work Act;
The EMC Regulations;
BS 7671 – IET Wiring Regulations;
BS EN 63205 – Protection against lightning.

CCTV
BS 8418:2015 Installation and remote monitoring of detector activated CCTV systems.
BS 7958:2015 Closed Circuit Television. Management and Operation.
BS EN 62676-3:2015 Video Surveillance Systems for use in security applications. Analog and digital video interfaces.
BS EN 62676-4:2015 Video surveillance systems for use in security applications. Application guidelines.
BS EN 62676-1-1:2014 Video surveillance systems for use in security applications. System requirements. General
BS EN 62676-1-2:2014 Video surveillance systems for use in security applications. System requirements. Performance requirements for video transmission
BS EN 62676-2-1:2014 Video surveillance systems for use in security applications. Video transmission protocols. General requirements
BS EN 62676-2-2:2014 Video surveillance systems for use in security applications. Video transmission protocols. IP interoperability implementation based on HTTP and REST services
[bookmark: _Toc4158943]BS EN 62676-2-3:2014 Video surveillance systems for use in security applications. Video transmission protocols. IP interoperability implementation based on Web services
[bookmark: _Toc4158944]Access Control
BS EN 60839-11-31:2017. Alarm and electronic security systems. Electronic access control systems. Core interoperability protocol based on Web services
BS EN 60839-11-32:2017. Alarm and electronic security systems. Electronic access control systems. Access control monitoring based on Web services
BS EN 60839-11-2:2015. Alarm and electronic security systems. Electronic access control systems. Application guidelines
BS EN 60839-11-1:2013. Alarm and electronic security systems. Electronic access control systems. System and components requirements
Installed Alarm Systems
BS 9263:2016. Intruder and hold-up alarm systems. Commissioning, maintenance and remote support. Code of practice. 
BS EN 50131-2-2:2017. Alarm systems. Intrusion and hold-up systems. Intrusion detectors. Passive infrared detectors
BS EN 50131-5-3:2017. Alarm systems. Intrusion systems. Requirements for interconnections equipment using radio frequency techniques
PD CLC/TS 50131-9:2014. Alarm systems. Intrusion and hold-up systems. Alarm verification. Methods and principles
PD CLC/TS 50131-2-10:2014. Alarm systems. Intrusion and hold-up systems. Intrusion detectors. Lock state contacts (magnetic)
DD CLC/TS 50131-7:2010. Alarm systems. Intrusion and hold-up systems. Application guidelines
BS EN 50131-3:2009. Alarm systems. Intrusion and hold-up systems. Control and indicating equipment
BS EN 50131-2-5:2008. Alarm systems. Intrusion and hold-up systems. Requirements for combined passive infrared and ultrasonic detectors

Alarm Activation
BS EN 50136-2:2013 Alarm systems. Alarm transmission systems and equipment. Requirements for Supervised Premises Transceiver (SPT)
[bookmark: _Toc4158945]PD CLC/TS 50136-9:2013 Alarm systems. Alarm transmission systems and equipment. Requirements for common protocol for alarm transmission using the Internet protocol
BS EN 50131-5-3:2017. Alarm systems. Intrusion systems. Requirements for interconnections equipment using radio frequency techniques
BS EN 50131-5-3:2005+A1:2008. Alarm systems. Intrusion systems. Requirements for interconnections equipment using radio frequency techniques
PD CLC/TS 50131-2-9:2016 Alarm systems. Intrusion and hold-up systems. Intrusion detectors. Active infrared beam detectors
BS 4737-3.30:2015 Intruder alarm systems in buildings. Specifications for components. Specification for insulated and sheathed cables for interconnecting wiring

Management Systems Specifically for Security

BS 16000:2015 Security management. Strategic and operational guidelines
BS EN 16747:2015 Maritime and port security services
BS ISO 18788:2015 Management system for private security operations. Requirements with guidance for use



	Standard
	
The Supplier shall comply with all Legislative Standards, Legislation, Guidance Notes / Codes of Practice, BS/ISO/EN Standards and Building Regulations at Buyer Properties.
The Supplier shall develop the Service with the Buyer and shall deliver it in accordance with the specific Buyer requirements.
All Suppliers to meet the following standard or an industry recognised equivalent as a minimum, National Security Inspectorate accredited (NSI gold standard). Suppliers need to evidence all accretion is current and confirm renewal dates, confirmation and evidence from Suppliers that they have complied with external audits for non-compliance and addressed any points raised.
The Supplier will need to demonstrate that where they supply systems and equipment that they hold relevant and current accreditation to support the system and / or equipment, this will involve the Supplier holding valid certification for such manufactures.
Where security systems operate on IT equipment, Suppliers will need to demonstrate they have the relative expertise and experience to design, supply and install such systems.
The Supplier will provide open protocol systems, unless requested otherwise by the Buyer.
The Supplier will be required to provide data storage capacity.
All design work will require a current Systems based Risk Assessment in line with CPNI Guidance.


	[bookmark: _Toc4158946]WORK PACKAGE E – PHYSICAL SECURITY SYSTEMS

	Service E
	[bookmark: _Toc4158947]SE: PHYSICAL SECURITY SYSTEMS

	Legislation, ACoP or similar industry or Government guidelines
	The following legislation, Approved Codes of Practise (ACoP) or similar industry or Government guidelines shall apply:

Loss Prevention Council Standards (LPCB) 1175
 Centre for the Protection of the National Infrastructure (CPNI)
 British Standard Publicly Assessable Standard (PAS) 68,
 International Standardisation Organisation (ISO) International Workshop Agreement (IWA) 14-1    2013
 International Standardisation Organisation (ISO) 16933: 2007
British Standard European Standard (BSEN) 1522: 1999 and 1523:1999
 Secured by Design (SBD)
ISO 9001: 2008
ISO 17025: 2005
BS1722
Occupiers’ Liability Acts 1957 & 1984 (England & Wales)
Disability Discrimination Act (DDA),
ISO International Workshop Agreement (IWA) 14-1 ‘Vehicle security barriers – Part 1: Performance requirement & Part 2: Application
BSI Publicly Available Specification (PAS) 68 ‘Impact test specifications for vehicle security barrier systems’
CEN Workshop Agreement (CWA) 16221 ‘Vehicle security barriers - Performance requirements, test methods and application guidance’
Glass and Glazing Federation ( GGF) Data Sheet 8.1.1: Security glazing – Definition and descriptions
GGF Data Sheet 8.1.2: Security glazing – Manual attack resistance
GGF Data Sheet 8.1.3: Security glazing – Bullet resistant glazing
GGF Data Sheet 8.1.4: Security glazing – Explosion resistant glazing
DHF 1053:06/12: Guidance for powered gates for the installer, manufacturer and owner 
BSI – PAS 69:2013 Guidance for the selection, installation and use of vehicle security barrier systems 
CEN - CWA 16221:2010 Vehicle security barriers. Performance requirements, test methods and guidance on application 
DFT-TAL 1/16: Influence of bollards on pedestrian evacuation
DfT-TAL 2/13: Bollards and pedestrian movement 
DfT TAL 1/11 Vehicle security barriers within the streetscape 
NaCTSO – Crowded places guidance 


	Standard
	The Supplier shall comply with all Legislative Standards, Legislation, Guidance Notes / Codes of Practice, BS/ISO/EN Standards and Building Regulations at Buyer Properties.
The Supplier shall develop the Service with the Buyer and shall deliver it in accordance with the specific Buyer requirements.
All Suppliers to meet the following standard or an industry recognised equivalent as a minimum, National Security Inspectorate accredited (NSI gold standard). Suppliers need to evidence all accretion is current and confirm renewal dates, confirmation and evidence from Suppliers that they have complied with external audits for non-compliance and addressed any points raised.
All design work will require a current Systems based Risk Assessment in line with CPNI Guidance.
The Supplier will provide open protocol systems, unless requested otherwise by the Buyer. 

	Service F:1
	WORK PACKAGE SF:1  PLANNED PREVENTATIVE MAINTENANCE SERVICES

	Legislation, ACoP or similar industry or Government guidelines
	BS8544 2013 Life Cycle Costing;
RICS New Rules for Measurement Part 3 for Maintenance (NRM3);
HVCA Standard Maintenance Specification, Vol’s I – V;
C.I.B.S.E guidelines;
SFG20 Maintenance Schedules (published with the consent and support of B&ES Publications);
Building Research Establishment Conservation Support Unit guidance;
BSRIA guidance;
BS 7671.2008 (2011);
S.I. 1989 No 635, the Electricity at Work Regulations;
FMS 1/97, Guidance and the Standard Specification for Ventilation Hygiene;
Statutory Test and Inspections Specification (1100); 
Mechanical and Electrical Specification (1027);
PD5454:2012;
Asbestos ACOP L143;
Waste and Resources Action Programme (WRAP) guidance on Resource Management and Mobile Asset Management Planning; 
PAS 2050-1:2012;
Royal Institute of Chartered Surveyors New Rules for Measurement Part 3 for Maintenance (NRM3);
Chartered Institution of Building Services Engineers’ guidelines;
Building Services Research and Information Association guidance;
Government’s Timber Procurement Policy;
The Health and Safety (Safety Signs and Signals) Regulations 1996;
BS5499-1:1990; and
BS5499-4:2000
ISO 31000: Risk Management where requested by the Buyer.


	Sustainability
	[bookmark: _Toc396218780]The General Requirements for Sustainability shall apply.
Compliance with policy under the Greening Government Commitments and any successor policy shall be maintained at all times, including in relation to Waste and Water Management.
[bookmark: _Toc396218783]All debris arising from the performance of the Works shall promptly be removed from the Buyer Premises and disposed of in an environmentally preferable manner. 
[bookmark: _Toc396218784]All timber and wood-derived products for supply or use in performance of the contract shall be independently verifiable and come from:
a legal source; and
a sustainable source, which can include a Forest Law Enforcement Governance Trade (FLEGT) licensed or equivalent source;
[bookmark: _Toc396218785]The Buyer may reject any Tender that cannot offer to provide independent verification that all timber and wood-derived products used in the Call-Off Contract meets this requirement.

	Standard
	[bookmark: _Toc396218787] The General Requirements for Maintenance Services shall apply. 
[bookmark: _Toc396218927][bookmark: _Toc396218788]There are many regulations that apply to the work within the maintenance and service industry and which may be detailed in this section. It should be noted that no piece of legislation stands alone as they all interact with each other. They stipulate the minimum Standards for safe working but also have absolute requirements in respect of particular areas of the legislation. All Supplier Staff involved with the Works concerned must always ensure that the associated regulations are fully understood and adhered to.
The Supplier shall be responsible for:
The provision of preventative, cyclical and Reactive Maintenance to the Buyer Properties to ensure that the Assets provide full operational functionality at all times;
Provision and maintaining of a Full Asset list of all systems and assets, kept regularly updated – to a level applicable for performing Planned Preventative Maintenance (PPM) and for also undertaking full condition/ remaining life surveys on all built Assets (in scope);
Ensuring that  engineering services and external works shall be sound and operationally safe;
Ensuring that the Asset’s condition remains commensurate with age and life cycle replacement date;
Ensuring that maintainable Assets, including non-fixed plant and equipment, within the Buyer properties and identified from the Asset list and Condition Survey, are maintained to the required ‘fit for function’ performance level, and compliant with all statutory/legal and mandatory obligations; 
Ensuring that the maintenance regime is required to suit the built environment (for in use and also mothballing of vacated facilities) taking due regard for the manufacturers and installers recommendations;
Meeting Reactive Maintenance responsiveness requirements - see the Helpdesk and CAFM System section;
Provision of Asset listing and Condition Surveys to include systems plant and assets. This is to be regularly updated to allow for any additions and /or forward maintenance plans - identifying short, medium and long term maintenance proactive maintenance shall include periodic management inspections of Buyer Properties (e.g. functionality testing, inspections/monitoring);
Ensuring the management and administration levels to be appropriate to the specific Service Requirements; and
Tailoring the Service to appropriately maintain the relevant Assets to suit the defined functional use of the built environment over the required period of interest (to fulfil technical, commercial and environmental agendas).
All statutory requirements and safety practices shall be adhered to in respect to the method of completing the task and the requirements of the specific Acts, Regulations, British Standards and Guidance Notes currently in force and applicable. 
[bookmark: _Toc396218789]Prior to carrying out tasks within this section, site specific risk assessments shall be produced and where it is identified from them, method statements will also be required. Some tasks due to their nature will require permits and a method statement as a matter of course. This will ensure a safe system of working has been adopted before work commences. Always ensure that the correct Personal Protective Equipment (PPE is made available and worn and that an asbestos register is checked before Works are carried out. Supplier should also be made aware of the Buyer Premises hazard and emergency procedures.
The Supplier shall produce and maintain a contact risk register to include contract, maintenance operational service, service continuity, supplier management and staffing risks.
The Supplier shall produce and comply with any and all risk assessments pertaining to all Services undertaken at the designated Buyer Premises. This includes risk assessments and statutory compliance required by or produced by third parties such as landlords.
Buildings and Asset Maintenance:
[bookmark: _Toc396218932]The Supplier shall deliver a systems and Asset maintenance management Service that meets the requirements in Annex E – Service Delivery Response Times:
The Supplier shall deliver a building, installations and Asset maintenance Service that meets, but is not limited, to the following requirements:
Produce a schedule of programmed maintenance in the form of an annual five (5) Year rolling plan or forward maintenance register with respect to planned maintenance. The schedule of programmed maintenance will be updated annually and on a regular basis as maintenance is undertaken, and as lifecycle maintenance items are brought forward or delayed due to worse or better than expected performance.  A general review will be undertaken prior to the end of each Year of the Call-Off Contract and a revised plan presented to the Buyer in accordance with the Call-Off Contract.
Provision of a thirty (30) year lifecycle replacement profile for the Buyer Premises;
Ensure that all statutory tests and inspections are undertaken within the statutory timescales, together within any repair works arising as a result;
Maintain full records of work to be undertaken in an order of priority, and subsequently full records of completed work;
Submit a Monthly report of all works and testing undertaken, whether these be planned or reactive in nature, at the same time as the annual service plan;
State the expected remaining life (if any) of the key building elements, installations and equipment at the end of the Call-Off Contract;
[bookmark: _Toc396218933]When carrying out Services the Supplier shall:
Discuss the proposed works with the Buyer and Buyer Representative and seek agreement in relation to timescales;
Ensure that any reasonable requirements of the Buyer are taken into account in the proposed works;
Ensure that the operations of Buyer can continue but the extent of maintenance is at the discretion of the Supplier unless governed by statutory requirements;
Confirm the start and completion dates and hours of working;
Protect all Buyer users and their belongings during such works;
Provide advice and instructions on the use of any new equipment and/or installations;
Liaise with the Buyer at the Buyer Premises or the  Buyer Representative on access issues, including restrictions to areas that may be out of use;
Maintain and make good any incidental damage caused;
Remove all rubbish and clean up after completing tasks at the end of each Working Day;
Carry out all works in accordance with statutory requirements, insurance requirements, Health and Safety requirements, British Standards, manufacturer’s instructions and otherwise in compliance with Good Industry Practice.
Test and service all plant and equipment within the responsibility of the Supplier, as required by legislation;
Provide competent Supplier Staff on an ad hoc basis to undertake New Works ( not associated with systems maintenance) as requested by the Buyer;
Survey the Buyer Premises in accordance with   the Buyer’s Service Level Requirements to establish condition, hazards, remaining elemental life etc. of the fabric and the systems and record the information which will be provided to the Buyer on request or by pre-agreed programme. Findings to be incorporated in next annual service plan; and
Record and periodically update all system development, replacement works and maintenance work undertaken in each in the form of a shared electronic database or any other format agreed with Buyer.
[bookmark: _Toc396218791]Planned Maintenance:
[bookmark: _Toc396218935][bookmark: _Toc396218792]The Supplier shall take cognisance of the Buyer’s Planned Preventative Maintenance schedules. 
The Supplier shall adopt a proactive approach to preventative and cyclical maintenance and inspections such that breakdowns and failures are minimised. The Supplier shall agree an annual plan of works with the Buyer that complies with the following requirements;
[bookmark: _Toc396218936]The forward maintenance register will be developed and submitted for agreement to the Buyer on an annual basis as part of the Service Delivery Plan at least two (2) months prior to the start of each Year of the Call-Off Contract. Any such agreement will not constitute a limitation on the extent of the maintenance requirement;
[bookmark: _Toc396218937]Modifications to the schedule of programmed maintenance will also be submitted to the Buyer for approval, providing at least four (4) weeks term time notice;
[bookmark: _Toc396218938]The Supplier must comply with the schedule of programmed maintenance which shall be designed to meet SFG20 requirements and ensure compliance with the performance standards;
[bookmark: _Toc396218939]Access for performing maintenance functions and all other works will be restricted in accordance with the instruction of the Buyer. 
 The Supplier must comply at all times with these access restrictions and ensure that the minimum of disruption is caused to the operations of the Buyer, its staff, Building Users, and the overall Buyer Premises;
A programme of inspection reports shall be submitted to the Buyer one (1) month post the Call-Off Contract Commencement Date;
[bookmark: _Toc396218793]The Supplier shall submit a suggested report format for the reporting of the condition of the Planned Preventative Maintenance activities which shall be agreed with the Buyer prior to the Call-Off Contract Commencement Date;
[bookmark: _Toc396218794]The report shall be submitted electronically to the Buyer within five (5) Working Days of undertaking the inspection;
[bookmark: _Toc396218795]The Supplier shall report via email within twenty-four (24) hours of the inspection any defects of a Health and Safety nature it finds during the course of its inspection together with a recommendation for remedial action if defects cannot be fixed during the inspection;
[bookmark: _Toc396218796]The Supplier shall submit by the end of the Mobilisation Period, its Planned Preventative Maintenance (PPM) Programme, which should include (and clearly identify) all statutory and routine tasks;
[bookmark: _Toc396218798]All maintenance routines with a frequency:
[bookmark: _Toc396218799]Statutory tasks shall be performed on the date required to maintain statutory compliance in accordance with all appropriate legislation;  
of 2 weeks or less shall be performed +/- 1 Working Day of the due date;
[bookmark: _Toc396218800]of greater than 2 weeks but no greater than 13 weeks shall be performed +/- 4 Working Days of the due date; and
[bookmark: _Toc396218801]of greater than 13 weeks shall be performed +/- 2 weeks of the due date.

[bookmark: _Toc396218940]Replacement Materials:
The Supplier shall ensure that the programmed replacement of materials and components comply with the requirements of the Buyer’s requirements;
[bookmark: _Toc396218941]Replacement materials used shall be of the same quality and specification for existing building facilities with an equivalent life span (as detailed elsewhere) and meet Government Buying  Standards where applicable, taking into account advancements in materials development and Good Industry Practice and embodied carbon and recycled content at the time of replacement, unless the Buyer agrees otherwise.  External materials will maintain the vernacular of the building;
[bookmark: _Toc396218942]Reused or reconditioned parts or replacements will only be used where the Supplier can clearly show that the lifecycle and performance of the item is at least equivalent to a new replacement item and performance will not be affected; and
[bookmark: _Toc396218943]Maintenance and replacement will be affected in accordance with Good Industry Practice, such that at the end of the Call-Off Contract, the remaining life of each element is in line with its anticipated life from new, running from the date of actual replacement.



	Service F:2
	WORK PACKAGE SF:2  STATUTORY OBLIGATIONS

	Legislation, ACoP or similar industry or Government guidelines
	The Supplier shall comply with all Legislative Standards, Legislation, Guidance Notes / Codes of Practice, BS/ISO/EN Standards and Building Regulations at Buyer Properties.

	Standard
	The Supplier shall manage compliance through their CAFM system using SFG20.
The Supplier shall recognise Buyer requirements as they affect compliance at Buyer Properties and implement processes that maintain compliance across all Buyer Properties.  

	Service F:3
	WORK PACKAGE SF:3  CABLE MANAGEMENT

	Standard

	The General Requirements for Security Management shall apply.
Install and maintain in line with manufacturers recommendations and common Good Industry Practices.

	Service F:4
	WORK PACKAGE SF:4  REACTIVE MAINTENANCE SERVICES

	Standard
	The Supplier shall be responsible for meeting minimum response times as set out in Annex D– Helpdesk Response Times and Annex E – Service Delivery Response Times, or as defined by the Buyer, to ensure that all Reactive Maintenance activities are carried out as outlined, so that any reactive repairs are completed with the least inconvenience or disruption to the Buyer.
The Supplier shall inform the Buyer of all breaches of Health and Safety regulations together with a programme for rectification and measures to safeguard against a repeat.
The Supplier shall inform the local Buyer Representative (in line with the Buyer’s policies e.g. Fire Safety Order 2005) at a Buyer Premises where the Supplier is proposing to undertake maintenance work to the fire safety systems.
The Supplier shall be responsible for meeting minimum response times as required by the Buyer for each Buyer Premises to ensure that all reactive tasks are carried out as outlined, so that any reactive repairs are completed with the least inconvenience or disruption to the workings of the Buyer. Service Requests may fall into three main categories:
Those which involve a Business Critical Event;
Those requests of an emergency nature where the health and safety of any person is threatened or where the incident or activity has an impact on the physical security of the premises or its Building Users; and
Those repair activities required on a daily basis to ensure the functionality of each Buyer Premises, which have not been catered for by the programmed element.
The Supplier shall at all times ensure that sufficient, competent, appropriately trained and skilled Supplier Staff are deployed to cater for the spectrum of planned and unplanned demands on the Maintenance Services. The Supplier shall ensure that only appropriately trained Supplier Staff are dispatched to Reactive Maintenance activities. 
Supplier Staff attending calls, particularly in relation to an emergency call, shall attend with suitable and sufficient equipment and suitable training to respond to the Reactive Maintenance repair in a competent, safe and efficient manner.
Where Reactive Maintenance requires replacement of any plant, equipment or consumable it shall be carried out, so far as is practicable, on a like-for-like or equal-and-approved basis, taking into consideration energy efficiency, aesthetics and reliability;  where this may not be practicable, an equivalent or better standard and specification basis shall be substituted. 
If an out of hours engineer system is to be implemented, the Supplier shall ensure that the rotas do not comprise the core team numbers the following Working Day.
The Service shall be delivered in line with Appendix I - Property Classification.

	Service F:5
	WORK PACKAGE SF:5  CAFM  

	Legislation, ACoP or similar industry or Government guidelines
	Waste and Resources Action Programme’s (WRAP) Mobile Asset Management Planning
	Centre for the Protection of the National Infrastructure (CPNI). 
BS 25999: Business Continuity Management.
ISO/IEC 27000:2016 Information technology–Security techniques-Information security management systems-Overarching vocabulary (fourth edition).
	ISO/IEC 27001:2013 Information technology–Security techniques-Information security management systems-Requirements (second edition).
	ISO/IEC 27002:2013 Information technology–Security techniques-Information security management systems-Security controls (second edition).
	ISO/IEC 27003:2017 Information technology–Security techniques-Information security management systems-Guidance.
	ISO/IEC 27005:2011 Information technology–Security techniques-Information security Risk Management (second edition).
	ISO/IEC 27014:2013 Information technology-Security techniques-Governance for Information security.
The CAFM system shall have the capability to meet the requirements of Government Soft Landings (GSL).
The CAFM system shall have the capability to meet the requirements of Business Information Modelling (BIM) mandated requirements across Central Government (currently BIM Level 2).
	PAS 1192:2 relates to project delivery within the suite of BIM standards and PAS 1192:3 relates to the management of information in operation of the Asset and aligns to ISO 55001.
The CAFM system shall have the capability to codify Asset to Uniclass 2015, NRM3 and SFG20 coding. 
	Uniclass Classification Tables.
National Rules of Measurement (NRM3).

	Standard
	[bookmark: _Toc396218698]The CAFM System will be bespoke by the very nature in relation to the Buyer activity. The Supplier shall automate the collection of Data and thereby influence the maintenance of the built environment and the delivery of facilities management Services. Typically, they track and maintain the following core facilities activities:
Strategic planning - real estate, business operations, headcount requirements, forecasting future space;
Space planning & management - allocations, inventory, churn;
Planned Preventative Maintenance Programme;
forward maintenance register;
People management – occupancy rates, staff;
Maintenance management - demand (reactive) and scheduled (preventive maintenance);
Emergency management – business continuity;
Disaster planning – business recovery;
Health and safety information – CDM, asbestos;
Capital project management - construction/renovation, large scale move management;
Lease management - property financial data (rentals and insurances);
Asset management – equipment holdings, furniture, telecommunications, cabling management, depreciation of Assets;
Building information management – integration and interaction with other programs;
Sustainability – energy, water and waste performance, building certifications; and
[bookmark: _Toc396218699]Building information.
While CAFM Systems have delivered real benefits and their use has grown, their value has been limited by their ability to distribute information to those beyond facility management. As a result, many CAFM System solutions are relegated to personal productivity or at best, a departmental tool.
[bookmark: _Toc396218700]The Buyer should have real time live access to the Supplier’s CAFM System.
Business Continuity and Disaster Recovery: 
The CAFM System shall be able to provide and support any Business Continuity scenario without any degradation in performance;
[bookmark: _Toc396218708][bookmark: _Toc396218713]In line with common industry practice the CAFM System facilities will have its own Business Continuity contingency plan in place to enable continuity of the Services without degradation;
The Supplier shall ensure that the CAFM System can support the Buyer during any disaster or emergency situation and be able to assist in the resumption of a business as usual (BAU) service as soon as practicable; and
[bookmark: _Toc396218714][bookmark: _Toc396218716]In line with common industry practice the CAFM System will have its own Business Continuity and Disaster Recovery Plan in place to enable continuity of Service without degradation. 
The Helpdesk shall also: 
Record and report by each Buyer Property or region;
Review work assignment to both maintenance staff and Subcontractors. Track maintenance activity, status updates and the provision of on-screen alerts automate email notifications of work requests;
automated status updates to the Buyer; 
easily search and ensure visibility of calls/activities;
automate associated hazard warnings, including asbestos alerts;
allow cost allocation;
Ensure clear and proactive management of Service Level Agreements;
Log all Calls via intranet/internet; and
Automate prioritisation of work and job escalation when appropriate.
Asset Management:
[bookmark: _Toc396218718]Asset labelling is required either as a bar code or unique number linked into CAFM System;
[bookmark: _Toc396218719]Relevant Assets shall be included in the forward maintenance register, which must then be updated during the life of the contract as Assets are added or deleted;
[bookmark: _Toc396218720]Numerous elements of data storage against Assets including location, warranty, parts and maintenance records;
[bookmark: _Toc396218721]Asset data to be coded to be compliant with the requirements of SFG20, Uniclass:2015 and NRM3;
[bookmark: _Toc396218722]Link between facilities Helpdesk and planned maintenance enables full visibility of an Asset’s service history;
[bookmark: _Toc396218723]Future actions and maintenance requirements will generate alerts at the appropriate time;
[bookmark: _Toc396218724]Integration with other facilities Data provides detailed financial and ownership details;
[bookmark: _Toc396218725]Movement and tracking of Assets within existing or external systems;
[bookmark: _Toc396218726]Association of Assets to personnel departments or locations;
[bookmark: _Toc396218727]Asset contract association for automatic issue of related Service Requests to maintaining Supplier;
[bookmark: _Toc396218728]Easy export of Asset Data to third party applications or generation of an Asset register;
[bookmark: _Toc396218729]Full Asset reporting available for automatic distribution to interested parties;
[bookmark: _Toc396218730]Ability for two-way communication, import data from third party financial software or export to a data file;
[bookmark: _Toc396218731]Asset lifecycle reporting including repair details and costs per Asset;
[bookmark: _Toc396218732]Update of Assets with Condition Survey details to feed into an annual life cycle report for the Buyer consideration; and
[bookmark: _Toc396218733][bookmark: _Toc396218735]Identify Assets that are replaced or retired so that the Buyer can track against its financial records.
Costs:
Costs tracked through multi-level hierarchy of budgets, contracts and projects;
[bookmark: _Toc396218736]Transparent views of full facilities spend and generation of single or multi-line purchase orders;
[bookmark: _Toc396218737]Ability to discount purchase orders or individual line items;
[bookmark: _Toc396218738]Purchase order receipt acknowledgement;
[bookmark: _Toc396218739]Easy to navigate, search and view all budget information;;
[bookmark: _Toc396218740]Projects functionality enables tracking of project spend, key dates and stakeholders;
[bookmark: _Toc396218741]Easy distribution of information to stakeholders;
[bookmark: _Toc396218742]Financial reports available for ad hoc reporting or scheduled generation;
[bookmark: _Toc396218743]Easy to navigate Data tree to ensure simple management and retrieval of all facilities information;
[bookmark: _Toc396218744]Management of Health and Safety equipment and Service Requests; and
Consider applying a purchase threshold over which the Buyer needs to authorise.
[bookmark: _Toc396218747]Property Management:
Dynamic link to property related planned maintenance activities;
[bookmark: _Toc396218748]Storage and maintenance of hazardous element Data such as asbestos;
[bookmark: _Toc396218749]Ability to track condition of building elements including structure, fabric and mechanical;
[bookmark: _Toc396218750]Monitoring of building lifecycle costs and energy efficiency;
[bookmark: _Toc396218751]Storage of all property related documents such as contracts, lease agreements and Health and Safety documents;
[bookmark: _Toc396218752]Easy to navigate storage of all company and building contact information;
[bookmark: _Toc396218753]Generation of property management reports;
[bookmark: _Toc396218754]Use of familiar AutoCAD tools to detail and manage space allocation;
[bookmark: _Toc396218755]Map spaces, Assets and assign attributes;
[bookmark: _Toc396218756]Two-way communication between facilities drawings and the Database; and
[bookmark: _Toc396218757]Easy movement and tracking of Assets.
Management Information:
[bookmark: _Toc396218759]Helpdesk performance management;
[bookmark: _Toc396218760]Automatic generation of reports;
[bookmark: _Toc396218761]Direct email distribution to stakeholders;
[bookmark: _Toc396218762]Specific corporate reporting requirements easily created;
[bookmark: _Toc396218763]Analyse the Data using reporting functionality;
[bookmark: _Toc396218764]Extensive reports provided as standard;
[bookmark: _Toc396218765]Measured performance benchmarking;
[bookmark: _Toc396218766]Cost Control and monitoring;
[bookmark: _Toc396218767]Ensure there is the capability to link ‘parent’ & ‘child’ Service Requests and track Service Requests through the various stages to completion; and
[bookmark: _Toc396218768]Have the capability to produce alerts as reactive or planned works are about to breach their Service Level Agreement, rather than waiting for Service Requests to fail, this will enable proactive management of Service Requests.
Reporting:
The Supplier shall develop the format standard and frequency of reporting with the Buyer and shall deliver it in accordance with the specific Buyer requirements.
Room Booking / Workplace Allocation: 
[bookmark: _Toc396218772]All bookable spaces including meeting rooms, conference rooms, community lettings, event spaces and workplace hubs shall be booked and managed by a room booking system to optimise as far as is practicable the use of space; 
[bookmark: _Toc396218773]The Service shall include the facility to accept electronic online bookings and confirmations;
[bookmark: _Toc396218774]The system shall ensure no double bookings;
[bookmark: _Toc396218775]The system shall have the capability to provide a holistic range of ancillary Services such as hospitality, room set-up and Audio Visual support; and
[bookmark: _Toc396218776]Provide reporting on trends on meeting room utilisation and lettings usage and any income shall be managed through the system hospitality, room set-up and audio visual (AV) support.

	Service F:6
	[bookmark: _GoBack] WORK PACKAGE SF:6  HELPDESK SERVICES   

	Legislation, ACoP or similar industry or Government guidelines
	The following legislation, Approved Codes of Practise (ACoP) or similar industry or Government guidelines shall apply:
Waste and Resources Action Programme’s (WRAP) Mobile Asset Management Planning.

	Standard
	[bookmark: _Toc396218702]The Supplier shall ensure that Supplier Staff manning the Helpdesk, irrespective of the time of day, are capable of handling all Service Requests across all Services likely to be required under the Framework Agreement. 
[bookmark: _Toc396218703]The Supplier shall ensure that all Supplier Staff manning the Helpdesk are provided with documented training, to including:
Extensive training on the CAFM System package; 
Buyer service skills;
Service call management;
Listening skills;
Escalation Procedures;
Supplier site inductions;
Knowledge of Access and Permit to Work procedures; 
Buyer BCDR and Emergency procedures; 
Training in respect of all operational areas of the Buyer’s premises; and
[bookmark: _Toc396218704]Helpdesk Response Times are detailed in Appendix E – Helpdesk Response Times.
The Helpdesk shall also:
Provide a Freephone number from UK landlines to the Buyer;
Record and report by each Buyer Property or region across all Service lines;
Review work assignment to both maintenance staff and Subcontractors;
Track all logged work orders, provide status updates and the provision of on-screen alerts automate email notifications of work requests and provide status updates to the Buyer; and  
Record and manage customer satisfaction processes and complaints.

	[bookmark: _Toc4158951]WORK PACKAGE G – ALARM RESPONSE CENTRES    

	[bookmark: _Toc4158952]SERVICE G     SG 1: Alarm Response Centres

	Legislation, ACoP or similar industry or Government guidelines
	[bookmark: _Toc4158953]BS 8591:2014 Remote centres receiving signals from alarm systems. Code of practice
[bookmark: _Toc4158954]BS EN 50136-3:2013 Alarm systems. Alarm transmission systems and equipment. Requirements for Receiving Centre Transceiver (RCT)
[bookmark: _Toc4158955]PD CLC/TS 50136-9:2013 Alarm systems. Alarm transmission systems and equipment. Requirements for common protocol for alarm transmission using the Internet protocol
[bookmark: _Toc4158956]BS 7499:2007; Requirements for organizations providing static site guarding and mobile patrol services.
[bookmark: _Toc4158957]BS 7984:2008; Code of Practice for Key holding and Alarm Response Services
BS 8484:2016. Provision of lone worker services. Code of Practice. 
OFCOM Requirements  


	Standard
	The Supplier is to provide a central Alarm Response Centre for receiving alarm notifications, monitoring CCTV images, radio and any other communication, controlling response to emergency incidents and providing a 24/7 helpdesk function. 
The Supplier is to ensure that Supplier Staff manning the Helpdesk, irrespective of the time of day, are capable of handling all Service Requests across all Services likely to be required under the Framework Agreement. 


	
	[bookmark: _Toc4158958]WORK PACKAGE H – BILLABLE WORKS

	Service H:1
	1. [bookmark: _Toc4158959]SH 1: BILLABLE WORKS  

	Legislation, ACoP or similar industry or Government guidelines
	[bookmark: _Toc396218952]Call-Off Schedule 4a – Billable Works and Projects.
For all minor refurbishments (as defined in BREEAM guidelines, and typically those over £500k) an appropriate environmental assessment process such as BREEAM or an equivalent (e.g. CEEQUAL, DREAM etc.) appropriate to the size, nature and impact of the project shall be carried out on all projects.  Where BREEAM is used, all refurbishment projects are to achieve at least “very good” rating, unless site constraints or project objectives mean that this requirement conflicts with the obligation to achieve value for money.  Where an alternative environmental assessment methodology is used, projects must seek to achieve equivalent ratings.
Further Government Buying Standards also apply to the design and installation of equipment including air conditioning units, boilers, central heating systems, condensing units, lighting, paints and varnishes, showers, taps, toilets, urinal controls, and windows. 
In addition, there are Government Buying Standards for a range of electrical goods.
All Defra guidelines where mandatory shall be adhered to.  Non mandatory requirements shall be adopted where practicable:


	
	WORK PACKAGE I - : Business Information Modelling (BIM) and Government Soft Landings (GSL) to include Design Engineering.

	Service I:1
	SI 1: Business Information Modelling (BIM) and Government Soft Landings (GSL)  to include Design Engineering.

	Standard
	The Supplier shall have regard to the explanation of BIM and GSL requirements across the industry. 
The supplier should be aware that for the purposes of this framework PAS 1192:2 relates to project delivery within the suite of BIM standards, PAS 1192:3 relates to the management of information in operation of the Asset and aligns to ISO 55001 and PAS 1192:5 relates to the specification for security minded building information modelling, digital built environments and smart asset management, as summarised in Annex E.
 





[bookmark: _Toc4158960]Legislative Standards – Annex B
[bookmark: _Toc4158961]This list of codes of practice is not exhaustive. These legislative standards must be complied with (under the “comply with applicable laws” Framework Agreement provision) in any event and nothing in the Service Requirement or Standards absolve the Supplier from doing so. 

[bookmark: _Toc4158962]Table 1: Legislation 

	[bookmark: _Toc4158963]No.
	[bookmark: _Toc4158964]Title

	[bookmark: _Toc4158965]1
	[bookmark: _Toc4158966]Workplace (Health, Safety and Welfare) Regulations 1992 (WHSWR)

	[bookmark: _Toc4158967]2
	[bookmark: _Toc4158968]Health and Safety at Work Act 1974 (HSW)

	[bookmark: _Toc4158969]3
	[bookmark: _Toc4158970]Management of Health and Safety at Work Regulations 1999 (MHSWR)

	[bookmark: _Toc4158971]4
	[bookmark: _Toc4158972]Reporting of Injuries, Diseases and Dangerous Occurrences 2013 (RIDDOR)

	[bookmark: _Toc4158973]5
	[bookmark: _Toc4158974]Provision and Use of Work Equipment Regulations 1998 (PUWER)

	[bookmark: _Toc4158975]6
	[bookmark: _Toc4158976]Lifting Operations and Lifting Equipment Regulations 1998 (LOLER)

	[bookmark: _Toc4158977]7
	[bookmark: _Toc4158978]Work at Height Regulations 2005 (WAHR)

	[bookmark: _Toc4158979]8
	[bookmark: _Toc4158980]Waste Electrical and Electronic Equipment Regulations 2006 (WEEE)

	[bookmark: _Toc4158981]9
	[bookmark: _Toc4158982]Construction (Design and Management) Regulations 2015 (CDM)

	[bookmark: _Toc4158983]10
	[bookmark: _Toc4158984]Personal Protective Equipment Regulations 2002 (PPE)

	[bookmark: _Toc4158985]11
	[bookmark: _Toc4158986]Control of Substances Hazardous to Health Regulations 2002 (COSHH)

	[bookmark: _Toc4158987]12
	[bookmark: _Toc4158988]Pollution Prevention and Control (England and Wales) Regulations 2000

	[bookmark: _Toc4158989]13
	[bookmark: _Toc4158990]Equality Act 2010 (Specific Duties and Public Authorities) Regulations 2017 

	[bookmark: _Toc4158991]14
	[bookmark: _Toc4158992]Modern Slavery Act 2015

	[bookmark: _Toc4158993]15
	[bookmark: _Toc4158994]Energy Act 1983

	[bookmark: _Toc4158995]16
	[bookmark: _Toc4158996]The Regulatory Reform (Fire Safety) Order 2015

	[bookmark: _Toc4158997]17
	[bookmark: _Toc4158998]The Wildlife and Countryside Act 1981

	[bookmark: _Toc4158999]18
	[bookmark: _Toc4159000]Boiler (Efficiency) Regulations 1993

	[bookmark: _Toc4159001]19
	[bookmark: _Toc4159002]Clean Air Act 1993

	[bookmark: _Toc4159003]20
	[bookmark: _Toc4159004]The Air Quality Standards Regulations 2010

	[bookmark: _Toc4159005]21
	[bookmark: _Toc4159006]The Air Quality Standards (Amendment) Regulations 2016

	[bookmark: _Toc4159007]22
	[bookmark: _Toc4159008]The Air Quality Standards (Wales) Regulations 2010

	[bookmark: _Toc4159009]23
	[bookmark: _Toc4159010]The Air Quality Standards (Scotland) Regulations 2010

	[bookmark: _Toc4159011]24
	[bookmark: _Toc4159012]The Air Quality Standards (Northern Ireland) Regulations 2010

	[bookmark: _Toc4159013]25
	[bookmark: _Toc4159014]The Air Quality Standards (Amendment) Regulations (Scotland) 2016

	[bookmark: _Toc4159015]26
	[bookmark: _Toc4159016]The Air Quality Standards (Amendment) Regulations (Northern Ireland) 2017

	[bookmark: _Toc4159017]27
	[bookmark: _Toc4159018]Construction (Design and Management) Regulations (CDM) 2015

	[bookmark: _Toc4159019]28
	[bookmark: _Toc4159020]Control of Asbestos at Work 2012

	[bookmark: _Toc4159021]29
	[bookmark: _Toc4159022]Confined Spaces Regulations 1997

	[bookmark: _Toc4159023]30
	[bookmark: _Toc4159024]L8 Approved Code of Practice: The Control of Legionella Bacteria in Water Systems.

	[bookmark: _Toc4159025]31
	[bookmark: _Toc4159026]HSG 274: Legionella Technical Guidance

	[bookmark: _Toc4159027]32
	[bookmark: _Toc4159028]Water Supply (Water Fittings) Regulations 1999

	[bookmark: _Toc4159029]33
	[bookmark: _Toc4159030]Control of Noise at Work Regulations 2005	

	[bookmark: _Toc4159031]34
	[bookmark: _Toc4159032]Control of Pollution (Oil Storage) Regulations 2001

	[bookmark: _Toc4159033]35
	[bookmark: _Toc4159034]Electricity at Work Regulations 1989

	[bookmark: _Toc4159035]36
	[bookmark: _Toc4159036]Electrical Equipment (Safety) Regulations 1994

	[bookmark: _Toc4159037]37
	[bookmark: _Toc4159038]EU product regulation - guidelines on the appointment of UK notified bodies: 2016

	[bookmark: _Toc4159039]38
	[bookmark: _Toc4159040]Electromagnetic Compatibility Regulations 2005

	[bookmark: _Toc4159041]39
	[bookmark: _Toc4159042]Energy Performance of Buildings (Certificates and Inspections) Regulations 2007

	[bookmark: _Toc4159043]40
	[bookmark: _Toc4159044]Energy Performance of Buildings (Certificates and Inspections) (England and Wales) (Amendment) Regulations 2012

	[bookmark: _Toc4159045]41
	[bookmark: _Toc4159046]Pollution Prevention and Control Act 1999 

	[bookmark: _Toc4159047]42
	[bookmark: _Toc4159048]The Environment Act 1995

	[bookmark: _Toc4159049]43
	[bookmark: _Toc4159050]The Environment (Wales) Act 2016

	[bookmark: _Toc4159051]44
	[bookmark: _Toc4159052]The Environmental Protection Act 1990

	[bookmark: _Toc4159053]45
	[bookmark: _Toc4159054]European F-Gas Regulation

	[bookmark: _Toc4159055]46
	[bookmark: _Toc4159056]F Gas Regulations 2015

	[bookmark: _Toc4159057]47
	[bookmark: _Toc4159058]Factories Act 1961

	[bookmark: _Toc4159059]48
	[bookmark: _Toc4159060]Food Safety Act 1990

	[bookmark: _Toc4159061]49
	[bookmark: _Toc4159062]The Food Safety and Hygiene (England) Regulations 2013

	[bookmark: _Toc4159063]50
	[bookmark: _Toc4159064]Fuel and Electrical (Heating) (Control) (Amendment) Order 1980

	[bookmark: _Toc4159065]51
	[bookmark: _Toc4159066]Gas Safety (Management) Regulations 1996 (as amended)

	[bookmark: _Toc4159067]52
	[bookmark: _Toc4159068]Gas Appliances (Safety) Regulations 1995

	[bookmark: _Toc4159069]53
	[bookmark: _Toc4159070]Gas Safety (Installation and Use) Regulations 1998 (GSIUR)

	[bookmark: _Toc4159071]54
	[bookmark: _Toc4159072]Pipelines Safety Regulations 1996 (PSR)

	[bookmark: _Toc4159073]55
	[bookmark: _Toc4159074]Pressure Systems Safety Regulations 2000 (PSSR)

	[bookmark: _Toc4159075]56
	[bookmark: _Toc4159076]Pressure Equipment Regulations 1999

	[bookmark: _Toc4159077]57
	[bookmark: _Toc4159078]Simple Pressure Vessels (Safety) Regulations 1991

	[bookmark: _Toc4159079]58
	[bookmark: _Toc4159080]Health and Safety (Safety Signs and Signals) Regulations 1996 (SSR)

	[bookmark: _Toc4159081]59
	[bookmark: _Toc4159082]Dangerous Substances Explosive Atmospheres Regulations 2002 (DSEAR)

	[bookmark: _Toc4159083]60
	[bookmark: _Toc4159084]Sustainable and Secure Buildings Act 2004

	[bookmark: _Toc4159085]61
	[bookmark: _Toc4159086]Lift Regulations 1997

	[bookmark: _Toc4159087]62
	[bookmark: _Toc4159088]Notification of Cooling Towers and Evaporative Condensers Regulations 1992

	[bookmark: _Toc4159089]63
	[bookmark: _Toc4159090]Ozone Depleting Substances Regulations 2015

	[bookmark: _Toc4159091]64
	[bookmark: _Toc4159092]Energy Performance of Buildings Directive 

	[bookmark: _Toc4159093]65
	[bookmark: _Toc4159094]Private Security Industry Act 2001

	[bookmark: _Toc4159095]66
	[bookmark: _Toc4159096]Courts Act 2003 Section 1 (1) 

	[bookmark: _Toc4159097]67
	[bookmark: _Toc4159098]The Criminal Justice Act 1991

	[bookmark: _Toc4159099]68
	[bookmark: _Toc4159100]Controlled Waste (England & Wales) Regulations 2012

	[bookmark: _Toc4159101]69
	[bookmark: _Toc4159102]The Carriage of Dangerous Goods Regulations 

	[bookmark: _Toc4159103]70
	[bookmark: _Toc4159104]The Safe Management of Healthcare Waste Memorandum (HTM 07-01)

	[bookmark: _Toc4159105]71
	[bookmark: _Toc4159106]Directive 2008/98/EC on Waste (Waste Framework Directive 2008)

	[bookmark: _Toc4159107]72
	[bookmark: _Toc4159108]Waste list Decision 2000/532/EC

	[bookmark: _Toc4159109]73
	[bookmark: _Toc4159110]The Hazardous Waste (England & Wales) Regulations 2005 

	[bookmark: _Toc4159111]74
	[bookmark: _Toc4159112]The List of Wastes (England) Regulations 2005

	[bookmark: _Toc4159113]75
	[bookmark: _Toc4159114]The List of Wastes (Wales) Regulations 2005

	[bookmark: _Toc4159115]76
	[bookmark: _Toc4159116]The Hazardous Waste (Wales) (Amendment) Regulations 2009 SI 2861

	[bookmark: _Toc4159117]77
	[bookmark: _Toc4159118]The Hazardous Waste (England & Wales) (Amendment) Regulations 2009 SI 507

	[bookmark: _Toc4159119]78
	[bookmark: _Toc4159120]The Waste (England & Wales) (Amendment) Regulations 2012

	[bookmark: _Toc4159121]79
	[bookmark: _Toc4159122]Health & Safety Guideline (HSG) – HSG 33 (4th Edition 2012) – Health & Safety in Roof Work

	[bookmark: _Toc4159123]80
	[bookmark: _Toc4159124]Health & Safety Guideline (HSG) – HSG 258 (3rd Edition 2017) – Controlling airborne contaminants at work. A guide to LEV. 



[bookmark: _Toc4159125]Table 2: Guidance Notes and Codes of Practice:  

	[bookmark: _Toc4159126]No.
	[bookmark: _Toc4159127]Title

	[bookmark: _Toc4159128]1
	[bookmark: _Toc4159129]HSE Guidance Note PM5 1989 Automatically controlled steam and hot water boilers (and BS EN 61508)

	[bookmark: _Toc4159130]2
	[bookmark: _Toc396219194][bookmark: _Toc4159131]Prevention and Control of Legionellosis (Including Legionnaires’ Disease) HSE Approved Code of Practice L8 (ACOP L8)

	[bookmark: _Toc4159132]3
	[bookmark: _Toc4159133]Safe use of Pesticides for Non-agricultural Purposes Approved Code of Practice L9 ACoP L9

	[bookmark: _Toc4159134]4
	[bookmark: a9780717662951]ACOP L22 & L33 - Safe use of work equipment. Provision and Use of Work Equipment Regulations 1998

	[bookmark: _Toc4159135]5
	ACOP L122 - Safety of Pressure Systems 

	[bookmark: _Toc4159136]6
	Statutory Instrument 2002 No. 2980, The Waste Incineration (England and Wales) Regulations 2002

	[bookmark: _Toc4159137]7
	NFPA25 – Standard for the Inspection, Testing and Maintenance of water-based fire protection systems 

	[bookmark: _Toc4159138]8
	Food and Hygiene Regulations 2005

	[bookmark: _Toc4159139]9
	Food and Hygiene Regulations 2005

	[bookmark: _Toc4159140]10
	HSG 250 Guidance on Permit to Work Systems 

	[bookmark: _Toc4159141]11
	Crown Premises Inspection Group [and their Scottish equivalent CIFRA (HM Chief Inspector of Fire and Rescue Authorities)] – responsible for fire safety on Crown property

	[bookmark: _Toc4159142]12
	HVCA Internal Cleanliness of Ventilation Systems TR/19

	[bookmark: _Toc4159143]13
	HSG 253 The Safe Isolation of Plant and Equipment 

	[bookmark: _Toc4159144]14
	ACOP L101 Confined Space Regulations 

	[bookmark: _Toc4159145]15
	ACOP L122 Pressure System Safety Systems 2000

	[bookmark: _Toc4159146]16
	[bookmark: _Toc4159147]ACOP L8 The Control of Legionella Bacteria in Water Systems 2013

	[bookmark: _Toc4159148]17
	ACOP L56 Safety in the installation and use of gas systems and appliances – 4th Edition: 2013

	[bookmark: _Toc4159149]18
	UKPLG Code of Practice No. 7

	[bookmark: _Toc4159150]19
	The Horticulture Code of Practice 2011 / Horticultural Code for Scotland



[bookmark: _Toc4159151]Table 3: BS / ISO / EN Standards:   

	[bookmark: _Toc4159152]No.
	[bookmark: _Toc4159153]Title

	[bookmark: _Toc4159154]1
	BS 5266 Part 1:2016 Emergency Lighting. Code of Practice for the Emergency Lighting of Premises Other than Cinemas and Certain Other Specified Premises used for Entertainment 2005

	[bookmark: _Toc4159155]2
	[bookmark: _Toc4159156]BS 5839-1:2013 Fire detection and fire alarm systems for buildings. Code of practice for design, installation, commissioning and maintenance of systems in non-domestic premises

	[bookmark: _Toc4159157]3
	BS 5588 Fire Precautions in the Design, Construction and use of Buildings 1990-2004

	[bookmark: _Toc4159158]4
	BS 6173: 2009 (this Standard requires interlocking of mechanical ventilation systems and gas supplies for all types of appliances in commercial kitchens, preventing a gas appliance from being switched on before the ventilation system is operating)

	[bookmark: _Toc4159159]5
	BS 6700 Specification for Design, Installation, Testing and Maintenance of services supplying water for domestic use within buildings and their cartilages 2006 & A1: 2009

	[bookmark: _Toc4159160]6
	BS 7671 Requirements for Electrical Installations – IEE Wiring Regulations 17th Edition 2009

	[bookmark: _Toc4159161]7
	BS 7430: Code of Practice for Earthing Protection of Electrical Systems 2011

	[bookmark: _Toc4159162]8
	BS EN 62305 (parts 1-5) Protection against lightning

	[bookmark: _Toc4159163]9
	BS 5306 Part 4: 2002 – Fire Extinguishing Installations – CO2 Systems

	[bookmark: _Toc4159164]10
	BS 5306 Part 3: Fire extinguishing installations and equipment on premises. Commissioning and maintenance of portable fire extinguishers 2009

	[bookmark: _Toc4159165]11
	BS EN 3 Portable Extinguishers

	[bookmark: _Toc4159166]12
	BS 5839 Part 1: Fire Detection and Alarm Systems for Buildings 2017

	[bookmark: _Toc4159167]13
	BS EN 671-1: Fixed Fire Fighting Systems 2012

	[bookmark: _Toc4159168]14
	BS EN 131 / BS 2037 / BS 1129 / BS EN 14183 / BS EN 1004 / PAS 250 Ladder and Access Equipment

	[bookmark: _Toc4159169]15
	BS 476 Fire Tests

	[bookmark: _Toc4159170]16
	BS EN 795 Personal Fall Protection Equipment

	[bookmark: _Toc4159171]17
	BS 7883:2005 – Code of practice for the design, selection, installation, use and maintenance of anchor devices conforming to BS EN 795:2012

	[bookmark: _Toc4159172]18
	BS 12094: Fixed Fire Fighting Systems 2003-2006

	[bookmark: _Toc4159173]19
	BS 9251: 2005 Sprinkler systems for residential and domestic occupancies

	[bookmark: _Toc4159174]20
	BS 750: Registered Homes Act 1984 (as a FIR1)

	[bookmark: _Toc4159175]21
	BS EN ISO/IEC 17020: 2012  General criteria for the operation of various types of bodies performing inspections

	[bookmark: _Toc4159176]22
	BS 7036 Part 1-5: 1996 Code of Practice for safety for powered doors for pedestrian use. Revolving doors.

	[bookmark: _Toc4159177]23
	BS 5871: parts 1-4 2005-2007 Specification for the installation and maintenance of gas fires, convector heaters, fire/back boilers and decorative fuel effect gas appliances. Inset live fuel effect gas fires of heat input not exceeding 15 kW, and fire/back boilers (2nd and 3rd family gases)

	[bookmark: _Toc4159178]24
	BS 5837: 2012 Trees in relation to design, demolition and construction – Recommendations

	[bookmark: _Toc4159179]25
	BS 6571 Part 4: Vehicle Parking Control Equipment 1989

	[bookmark: _Toc4159180]26
	BS5925: 1991 Code of Practice – Ventilation Principles and Designs for Natural Ventilation

	[bookmark: _Toc4159181]27
	BS EN 14175-2: 2003 – Fume Cupboards

	[bookmark: _Toc4159182]28
	BS 5726:2005 Microbiological safety cabinets. Information to be supplied by the purchaser to the vendor and to the installer, and siting and use of cabinets. Recommendations and guidance

	[bookmark: _Toc4159183]29
	BS 5726: 2005 & BS EN 12469: 2000 – Microbiological Safety Cabinets.

	[bookmark: _Toc4159184]30
	BS 9999:2008 – Fire precautions in the design, construction and use of buildings. Managing fire safety.

	[bookmark: _Toc4159185]31
	BS 9999:2017 – Fire safety in design, management and use of buildings. Code of practice.

	[bookmark: _Toc4159186]32
	BS 9991:2011 – Fire precautions in the design, construction and use of buildings. Code of Practice for residential buildings.

	[bookmark: _Toc4159187]33
	BS EN ISO 9999:2016 – Assistive products for persons with disability. Classification and Terminology.

	[bookmark: _Toc4159188]34
	BS 6173:2009 – Specification for installation and maintenance of gas-fired catering appliances for use in all catering establishments (2nd & 3rd family gases)

	[bookmark: _Toc4159189]35
	BS EN 795:2012 – Personal fall protection equipment. Anchor devices.

	[bookmark: _Toc4159190]36
	TR19: Internal Cleanliness of Ventilation Systems - Guide to Good Practice

	[bookmark: _Toc4159191]37
	TM46: Hygiene Maintenance of Office Ventilation Systems

	[bookmark: _Toc4159192]38
	NHS Estates HTM 2025

	[bookmark: _Toc4159193]39
	BS 7858 - Code of Practice for Security Screening of Personnel Employed in a Security Environment

	[bookmark: _Toc4159194]40
	BS 7499 - Code of Practice for Static Site Guarding and Mobile Patrol Services

	[bookmark: _Toc4159195]41
	BS 7984 - Code of Practice for Key-holding and Response Services

	[bookmark: _Toc4159196]42
	BS 7958 - Code of Practice for CCTV Management and Operation

	[bookmark: _Toc4159197]43
	BS 7960 - Code of Practice for Door Supervisors

	[bookmark: _Toc4159198]44
	BS 8406 - Code of Practice for Event Stewarding and Crown Safety Services

	[bookmark: _Toc4159199]45
	BS 7872 - Code of Practice for Operation of Cash-in-Transit Services (collection & delivery)

	[bookmark: _Toc4159200]46
	ISO 9001 - Quality Management

	[bookmark: _Toc4159201]47
	ISO 14001 - Environmental Management

	[bookmark: _Toc4159202]48
	BS EN 16636:2015 – Pest management Services 

	[bookmark: _Toc4159203]49 *
	ISO 27001 - Information Security Management System

	[bookmark: _Toc4159204]50 *
	ISO 44001 - Collaborative business relationship management systems – Requirements and framework 

	[bookmark: _Toc4159205]51 *
	ISO 31000 – Risk Management



[bookmark: _Toc4159206]* Where required by the Buyer at Call Off.


[bookmark: _Toc4159207]Table 4: Building Regulations (England & Wales Only):

	[bookmark: _Toc4159208]No.
	[bookmark: _Toc4159209]Title

	[bookmark: _Toc4159210]1
	Building Act 1984

	[bookmark: _Toc4159211]2
	Building Regulations Act 1991 2000 Part B, Approved Document B (2006)

	[bookmark: _Toc4159212]3
	Building Regulations Act 2000 Approved Document F (2010)

	[bookmark: _Toc4159213]4
	Building Regulations Act 2000 Approved Document G (1992) incorp 2000 amendments

	[bookmark: _Toc4159214]5
	Building Regulations Act 2000 Approved Document H (2002)

	[bookmark: _Toc4159215]6
	Building Regulations Act 1991 2000 Approved Document J (2010)

	[bookmark: _Toc4159216]7
	Building Regulations Act 1991, 2000 Approved Part M (2004)

	[bookmark: _Toc4159217]8
	Building Regulations Act 2000 Approved Part L (2010)

	[bookmark: _Toc4159218]9
	Building Regulations Act 2000 Approved Document P (2006)



[bookmark: _Toc4159219]Table 5: Miscellaneous:

	[bookmark: _Toc4159220]No.
	[bookmark: _Toc4159221]Title

	[bookmark: _Toc4159222]1
	At request of Fire Officer 

	[bookmark: _Toc4159223]2
	Local Act 

	[bookmark: _Toc4159224]3
	SFG 20 Guidelines 

	[bookmark: _Toc4159225]4
	Buyer specific work practices and standards 

	[bookmark: _Toc4159226]5
	RIBA (Royal Institute of British Architects) Plan of Work: 2013



(Regulations are continually being updated and amended and as such can only be considered valid prior to the day of issue)  





[bookmark: _Ref499637124][bookmark: _Toc4159227]Helpdesk Response Times – Annex C
1. Service requests of any nature shall be acknowledged within fifteen [15] minutes and the caller informed of the action to be taken. The response times for activities managed through the central helpdesk for all Services shall be as follows:
1.1. Each Category 'A' work request to be available to both the appropriate Supplier and Buyer Authorised Representative within five [5] minutes of receiving the inbound Service request. Receiving is defined as the end of a call, or receipt of electronic format Service request.
1.2. Oral escalation to the Buyer Authorised Representative (within twenty [20] minutes of allocation to the Supplier) of those Category 'A' work requests unacknowledged by the Supplier ten [10] minutes after such allocation.
1.3. All Category B reactive work requests and any elective work requests to be available on the Systems to the appropriate Buyer Authorised Representative within fifteen [15] minutes of receiving the inbound Service request. Receiving is defined as the end of a call, or receipt of electronic format Service request.
1.4. All Category C reactive work requests and any elective work requests to be available on the Systems to the appropriate Buyer Authorised Representative within thirty [30] minutes of receiving the inbound Service request. Receiving is defined as the end of a call, or receipt of electronic format Service request.











[bookmark: _Toc395696539][bookmark: _Toc396219202][bookmark: _Ref499637134][bookmark: _Ref499638092][bookmark: _Ref499638104][bookmark: _Ref499638133][bookmark: _Ref499638224][bookmark: _Toc4159228]Service Delivery Response Times – Annex D
1. [bookmark: _Toc396219203][bookmark: _Toc4159229]OVER-ARCHING RESPONSE REQUIREMENTS
It is required when sending a person/engineer to attend a reactive event, at the time of despatch the person/engineer despatched is suitably qualified and is able to complete the repair or task.
For activities detailed in Table below, the activity is defined to be closed or concluded when the helpdesk/CAFM System receives confirmation from the person/engineer that the event is completed, thereby creating an electronic record of the completion.
When the activity in Annex D above is closed or concluded, within fifteen [15] minutes, an email/text/electronic communication is sent to the originator of the event advising that the job is closed and asking via a simple graphical user interface whether the person agrees. Challenges need to be investigated in a timely fashion and appropriate action taken.

1. [bookmark: _Toc396219204][bookmark: _Toc4159230]SERVICE DELIVERY RESPONSE TIMES
· The following Table describes the reactive response time(s) for Service calls raised or made to the helpdesk. 
· The Supplier shall meet these reactive response times in relation to the Buyer requirements.

	

	
	
	
	
	
	
	

	
	SLR Reference
	Call Type
	Description
	Initial Response
	Interim Solution 
	Completion Due

	
	A
	Critical
	Matters giving rise to an immediate health and safety, business critical or security risks.
	15 Minutes
	60 Minutes
	6 Hours 

	
	B
	Emergency
	Matters that prevent or severely restrict the Employer from conducting normal operations.
	30 Minutes
	2 Hours 
	24 Hours 

	
	C
	Urgent
	Matters that impinge upon the proper working of the facilities in relation to all users.
	60 Minutes
	4 Hours 
	48 Hours

	
	D 
	Routine
	Matters of a routine nature.
	120 Minutes
	8 Hours 
	3 Working Days 

	
	E
	Design
	New Work requests.
	2 Working Days
	N/A
	10 Working Days – Provision of Quotation/s (from date Work Order logged on Management Information System).      20 Working Days – Task completion (from approval to proceed via Buyers Authority as recorded via the Management Information System).                                                                                                                                                   Completion to be agreed with the Contracting Authority (time-frames to commence upon the issue of the Instruction from Contracting Authority via the MIS 

	
	F
	Supply
	New Work requests.
	2 Working Days
	N/A
	10 Working Days – Provision of Quotation/s (from date Work Order logged on Management Information System).      20 Working Days – Task completion (from approval to proceed via Buyers Authority as recorded via the Management Information System).                                                                                                                                                   Completion to be agreed with the Contracting Authority (time-frames to commence upon the issue of the Instruction from Contracting Authority via the MIS

	
	G 
	Security Advise/Update
	Issue response to Employer request for advice/update 
	N/A
	N/A
	5 Working Days 

	
	H
	H&S 
	Issue of Security Incident Report in response to reported incidents 
	N/A
	N/A
	1 Hour

	
	I
	Management
	Issue of all meeting documentation
	N/A
	N/A
	5 Working Days 

	
	J
	Management
	Issue of Monthly Management and Monitoring Performance Information to Buyer or Buyers nominated representative at Month end.
	N/A
	N/A
	5 working days from Month end.

	
	K
	Complaints
	A failure to manage complaints in accordance with the agreed process and timeframes. 
	N/A
	N/A
	Acknowledged within [1] hour.
Investigation and remedial / corrective actions completed within [72] hours.
Customer response within [5] working days.

	
	L
	Ad Hoc
	Compliance with all reporting requirements in accordance with the Reports Delivery Timetable. 
	N/A
	N/A
	Frequency as defined in Call Off Contract

	
	M
	Install
	New Work requests.
	2 Working Days
	N/A
	10 Working Days – Provision of Quotation/s (from date Work Order logged on Management Information System).      20 Working Days – Task completion (from approval to proceed via Buyers Authority as recorded via the Management Information System).                                                                                                                                                   Completion to be agreed with the Contracting Authority (time-frames to commence upon the issue of the Instruction from Contracting Authority via the MIS

	
	N
	 Project Delivery Design, Supply & Install – New
 Works/Billable
	Request for Services that are not included in a Lump Sum Price and become billable.
	2 Working Days
	N/A
	10 Working Days – Provision of Quotation/s (from date Work Order logged on Management Information System).

	
	
	
	
	
	
	20 Working Days – Task completion (from approval to proceed via Buyers Authority as recorded via the Management Information System).                                                                                                                                                   Completion to be agreed with the Contracting Authority (time-frames to commence upon the issue of the Instruction from Contracting Authority via the MIS.
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Process Map 1: Complaints
	Buyer
	Supplier
	Buyers Team
	Managed Service Function
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Process Map 2: Failure
[image: https://documents.lucidchart.com/documents/3d133ceb-bc47-46aa-81e4-37a324bbeb9b/pages/0_0?a=224&x=74&y=-581&w=1452&h=2222&store=1&accept=image%2F*&auth=LCA%20c0870a5d68aacdeec4e1838a380bc8f01d0ae69b-ts%3D1535626520]

Process Map 3: Recall
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[bookmark: _Toc4159233]Billable Works and Approval Process

Process Map 1: Billable Works and Approval Process [image: ]



Process Map 2: Issuing Quotation by Supplier Process
	Buyer
	Supplier
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Process Map 3: Issuing Instruction for Quotation for Approved Work Order Process
[image: https://documents.lucidchart.com/documents/e3d86415-b0a1-4f8e-8a44-80c8a60140b8/pages/0_0?a=246&x=201&y=-253&w=1298&h=1606&store=1&accept=image%2F*&auth=LCA%207d862069293bb0dbad8d4115112558d95e6b0152-ts%3D1535624353]
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