framework agreement
SCHEDULE 9
STANDARDS
The Contractor shall comply with the following Standards in providing the Services and performing its obligations under each Call-Off Contract:

1. PSN COMPLIANCE CONDITIONS
The Contractor shall comply with the PSN Compliance Conditions (as may be amended in accordance with Schedule 7 (Framework Agreement Variation Procedure)).
2.  Technical

2.1 Not Used
2.2 The Contractor shall use the following policies, standards and guidelines during the design and delivery of the Services:

2.2.1 Security Policy Framework;
2.2.2 Government Gateway; 

2.2.3 e-Procurement Requirements;
2.2.4 e-Government Interoperability Framework: 

2.2.4.1 Technical Standards Catalogue; and 

2.2.4.2 e-Government Metadata Standard (e-GMS); 

2.2.5 Smart Cards Policy Framework; 
2.2.6 Open Source Software Policy; and
2.2.7 applicable guidance, codes of practice, policies and any other documentation issued from time to time by CESG including: CESG Manuals; CESG Memoranda; CESG Good Practice Guides; CESG Security Procedures; CESG Cryptographic Standards and CESG IACS Standards, Policies and Guidance.
2.3 Web Guidelines

2.3.1 The Contractor shall ensure that Services provided under each Call-Off Contract which are based on web-based technologies broadly follow the following guidance from the Cabinet Office:

2.3.1.1 delivering inclusive websites;
2.3.1.2 buying and selling advertising space and sponsorship;

2.3.1.3 website evaluation, usage, accessibility and analysis;

2.3.1.4 minimum technical standards for government websites;

2.3.1.5 making PDF files usable and accessible;

2.3.1.6 how to use cookies on government websites;

2.3.1.7 registering .gov.uk domain names; and
2.3.1.8 guidance on securing websites.

2.4 ITIL Guidelines

2.4.1 The Contractor shall follow the then current version of the ITIL guidelines for delivering the Services under each Call-Off Contract or (subject to the Direct Customer’s prior written approval) alternatives that are broadly functionally consistent with the ITIL guidelines. 

2.4.2 The Contractor is not required to reconfigure its internal processes to be compliant with ITIL guidelines, but must communicate with the Direct Customers and the Indirect Customers using ITIL guidelines.

2.4.3 In particular, the Contractor shall apply the following ITIL guidelines to each Service provided under each Call-Off Contract:

2.4.3.1 Service Strategy, including:

(a) Financial Management;

(b) Service Portfolio Management;

(c) Demand Management; and
(d) Continuous Service Improvement. 

2.4.3.2 Service Design, including:

(a) Service Level Management;

(b) Capacity Management;

(c) Availability Management;

(d) IT Service Continuity Management;

(e) Information Security Management; and
(f) Supplier Management.

2.4.3.3 Service Transition, including:

(a) Change Management;

(b) Knowledge Management;

(c) Transition Planning and Support;

(d) Release and Deployment Management;

(e) Service Validation and Testing; and
(f) Evaluation.

2.4.3.4 Service Operation, including:

(a) Event Management;

(b) Incident Management;

(c) Request Fulfilment;

(d) Access Management;

(e) Problem Management;

(f) Service Desk;

(g) Technical Management; and
(h) IT Operations Management.
2.4.4 The Contractor shall initiate a project within three (3) months of the date of signature of each Call-Off Contract (or such other period specified in the Implementation Plan or agreed by the Contractor and the Direct Customer in writing) with the aim of achieving ISO 20000 (IT Service Management) certification within eighteen (18) months of the date of signature of each Call-Off Contract (or such other period specified in the Implementation Plan or agreed by the Contractor and Direct Customer in writing).  This certification is to apply to the Services provided under the relevant Call-Off Contract and not to the Contractor’s organisation as a whole.

2.4.5 The Contractor shall on reasonable request allow the Direct Customers to engage a registered certification body to audit their compliance with the ISO 20000 standard, provided that such audit shall be on reasonable notice to the Contractor and under reasonable conditions of confidentiality, shall not require the Contractor to disclose information relating to its costs or pricing, and shall not take place more frequently than once in any twelve (12) month period.  The cost of the registered certification body carrying out such audit shall be borne by the Direct Customers.

2.4.6 The Contractor’s service management functions shall interface with the Direct Customers and with any Indirect Customer and any Other PSNS Network Contractors nominated by the relevant Direct Customer in accordance with the relevant service management framework.  

2.4.7 The Contractor shall on reasonable request provide each Direct Customer with documents showing how ITIL guidelines have been followed in the provision of the Services under the relevant Call-Off Contract. 

2.4.8 The Contractor shall on request allow each Direct Customer or their representatives to audit any or all of its service management functions to ensure that ITIL guidelines are being followed in the delivery of the Services under the relevant Call-Off Contract.
2.5 Telecommunications and Networks

2.5.1 The Contractor shall provide the Services in accordance with any applicable telecommunications and networks standards including ITU and IEEE.
3. Environment

3.1 The Contractor shall follow a sound environmental management policy so that its activities comply with all applicable environmental legislation and regulations and that its products and Services provided under each Call-Off Contract are procured, produced, packaged, delivered and are capable of being used and ultimately disposed of, in ways that are appropriate from an environmental protection perspective.

3.2 The Contractor warrants and represents to each Direct Customer that it has obtained ISO 14000/14001 certification for its environmental management and shall comply with and maintain such certification requirements.

3.3 The Contractor shall comply with relevant obligations under the Waste Electrical and Electronic Equipment Regulations 2002/96/EC and SI 2006/1463 (the Restriction of the Use of Certain Hazardous Substances in Electrical and Electronic Equipment Regulations 2006 and 2002/95/EC).
4. project management

The Contractor shall generally make use of PRINCE2 methodology or such other equivalent methodology as required by each Direct Customer (acting reasonably), supplemented where appropriate by the tools and methods of the Contractor's own project management methodologies.

5. Systems Development Environment

Any requirements analysis or requirements capture shall be based on Structured System Analysis and Design Methodology (SSADM), Dynamic Systems Development Methodology (DSDM) or equivalents (tailored where appropriate and necessary) as agreed in writing with each Direct Customer.

6. Data Standards

6.1 The Contractor shall operate and maintain standards and procedures for ensuring the quality and integrity of all key data (including Customer Authority Data). These standards and procedures must be agreed in writing with each Direct Customer before the Operational Service Commencement Date.
6.2 In addition, the Contractor shall follow BS 10012:2009 in relation to its compliance with the Data Protection Requirements.
7. INFORMATION STANDARDS

Within twenty (20) Working Days of the date of signature of each Call-Off Contract (or such other period specified in the Implementation Plan or agreed by the Contractor and Direct Customer in writing), the Contractor shall have in place systems and procedures which will be subject to external audit for the areas of control (as required by the Direct Customer from time to time) over any aspects of the Services or any ancillary activities or systems and Deliverables used to deliver the Services provided under each Call-Off Contract.  
8. VERSION control

Within twenty (20) Working Days of the date of signature of each Call-Off Contract (or such other period specified in the Implementation Plan or agreed by the Contractor and Direct Customer in writing), the Contractor shall develop procedures which ensure that only the correct release or version of a Deliverable can be delivered to the Direct Customer. The Contractor shall provide a copy of the draft procedures to the Direct Customer for its written approval.  On receipt of such approval, the Contractor shall then operate those procedures.

9. Business CONTINUITY and disaster recovery

The Contractor shall ensure that the Services provided under each Call-Off Contract satisfy the policies specified within the Security Policy Framework. Subject to each Direct Customer’s written approval, the Contractor shall provide Business Continuity and Disaster Recovery processes that are compliant with the guidelines contained within BS 25999-1.

10. Quality Standards

10.1 The Contractor shall develop, at least twenty (20) Working Days before the Operational Service Commencement Date, Quality Plans that:

10.1.1 ensure that all aspects of the Services provided under each Call-Off Contract are the subject of quality management systems; and

10.1.2 are consistent with ISO 9001:2000 or BS 25999-2 or any equivalent standard which is generally recognised as having replaced them.

10.2 The Contractor shall comply with such Quality Plans provided that it shall obtain the Direct Customer’s written approval of the Quality Plans developed pursuant to Paragraph 10.1 above before beginning to implement them.  The Contractor acknowledges and accepts that each Direct Customer's written approval shall not act as an endorsement of the Quality Plans and shall not relieve the Contractor of its responsibility for ensuring that the Services are provided to the standards required by each Call-Off Contract.
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